A LEHTP .
MEXAYHAPOOAHOW
TOPTOBIN
¥ MOCKBA

MonnuTUKM KoMnaHuu
COIMACUE NOJ1b3OBATE/1IA HA OBPABOTKY NPEAOCTABJIAEMbIX UM NEPCOHAJIbHbIX AAHHbIX

Monb3oBaTenb, OCTaBASAA CBOU AaHHble Ha MHTepHeT-cainTe www.wtcmoscow.ru (ganee- MHTepHeT-caliT), a TaKkxe
3ano/iHAA obpaTHyto Gopmy C NMepcoHanbHbIMM AaHHbIMKU, NPUHUMaeET HacToswee CornalweHne Ha 0bpaboTky
nepcoHanbHbIX AaHHbIX (ganee — Cornacue). MpuHaTMem (akuentom) odepTbl Cornacua ABAAETCA 3anosIHEHWUe
dopmbl  C  MEepcoHaNbHbIMM  AaHHbIMM B popmax  ob6paTHOM  CBA3M Ha  WHTepHeT-caitTe.

Monb3oBatensb (pammansa, MMA, OTYECTBO, afAPEC 3NEKTPOHHOM MouTbl U/MaM Homep TenedoHa yKasbiBatoTcA
Monb3oBaTenem npu 3anosHeHUn popmMbl 06paTHOM cBA3KN Ha NHTepHeT-caliTe) aaeT cBoe cornacue MNybanyHomy
aKuMoHepHomy obuwectey «LleHTp MmexayHapogHon ToproBam»  (agpec: 123610, ropos  MockBa,
KpacHonpecHeHcKaa Hab., 12, UHH 7703034574, OFPH 1027700072234) (panee — O6u1ecTBo), KOTopomy
npuHagnexnt MHTepHeT-caliT, Ha 06paboTKy CBOMX NEPCOHAsbHbIX AaHHbIX Ha CleayowmX yCAoBUAX:

1. [aHHoe Comnacue paetca Ha 06pabOTKy MepCcoHaNbHbIX AaHHbIX, Kak 6e3 MCnonb30BaHWA CPeacTs
aBTOMaTM3aLUNK, TaK U C UX UCMONb30BaAHUEM.

2. Cornacue gaetcs Ha 06paboTKy cneayoWmMX NEePCOHasbHbIX AaHHbIX [Nonb3oBaTens:

MepcoHanbHble AaHHble, He ABAAIOLWMECA CcheunanbHbiMu: Gamuana, UMA, OTYECTBO; HOMEPa KOHTAKTHbIX
TenedoHOB; aapeca 3NEeKTPOHHON NOYTbI; cBeAeHMA 06 aKKayHTax B COLMaNbHbIX CeTAX; cBefeHns 06 nHTepecax (3a
WUCKNIOYEHNEM MHTEPECOB, OTHOCAWMMCA K BONPOCAM MOIUTUKKU, PENUTMO3HBIX U GUNOCODCKUX yBexaeHUN,
BOMPOCOB 340P0BbA N UHTUMHOM KMU3HW), NOJ, BO3PACT, roA4, MEcAL, U AaTa POXKAEHMS.

3. Uenb 06paboTKM MNepcoHaNbHbIX [AaHHbIX: WCMNOAHEHME [OroBOpPHbIX 06A3aTenbcTs, NpoBedeHUe
PEeKNAMHbIX KAMMNAHWUA U MapPKETUHIOBbIX UCCAeA0BaHWUI, B TOM Yncae cmc 1 e-mail paccbinok.

4. OcHoBaHMeM pana o06paboTKM nepcoHanbHbIX AaHHbIX ABnAtoTca: CT. 24 KoHcTuTyumm PoccuitcKol
depepaumu; c1.6 PepepanbHOro 3akoHa Ne152-d3 «O nepcoHabHbIX 4AHHbIX».

5. B xope 06paboTKu ¢ nepcoHanbHbIMM AaHHbIMM ByayT coBepLleHbl cregyowme aencTema: cbop; 3anuch;
CMCTEMATM3aUMA; HaAKOM/IEeHWe;, XpaHeHWe; YyTouyHeHWe (o6HOBNEHME, W3MEHEHWE); W3BNEYEHUE;
MCNonb3oBaHWe; nepegady (pacnpocTpaHeHue, NpeaocTaBAeHMe, AOCTYN), BKAKOYAA TPaHCrPaHWYHYIO
nepegnauvy; obesnnunBaHue; 61OKMPOBaHUE; yAANEHUE; YHUUTOKEHME.

6. I'Iepep,aqa NepPCOHaNbHbIX AaHHbIX TPETbUM /MLAaM OCyW,eCcTBNAETCA Ha OCHOBAHWMKW 3aKOHOA4ATE/IbCTBA
Poccuiickon CDep,epau,MM, A0rosopa C yd4actmem CYGBEKTa NepCoHaNbHbIX AAHHbBIX U1K C cOrnacnAa CY6'bEKTa
nepcoHanbHbIX JaHHbIX. [ToaTBEpPXKAAA HacToALEee Cornacue, lNMonb3oBaTtesnb Bblpa*aeT CBOE cornacme Ha
BO3MOXHYIO nepegadvyy CBOUX NepCoHa/bHbIX AaHHbIX TOETbUM NINLAM.

7. B cnyyae oT3biBa Cy6bEKTOM NEpPCOHA/bHbBIX AAHHbIX MAW €ro NpeacTaBUTENEM COMnacusa Ha ob6paboTKy
NnepCcoHanbHbIX AaHHbIX My6anyHoe akumoHepHoe obuecTea «LieHTp mexayHapoaHOW TOProsan» Bnpase
NPoAOC/IKUTL 06PaboTKY MepcoHanbHbIX AaHHbIX 6e3 cornacus cybbekTa MepcoHasbHbIX AAHHbLIX MpPK
Ha/ZIMYNM OCHOBAHMWIA, YKa3aHHbIX B NyHKTax 2 — 11 yactn 1 ctatbm 6 PepepanbHoro 3akoHa Nel152-d3 «O
NepCcoHanbHbIX AaHHbIX» OT 26.06.2006 r.

8. 0O6uwecTBo BNpaBe nepesaBaTtb BCe NOyYeHHble B COOTBETCTBMM C HacTosAwmMm Cornacmem nepcoHanbHble
AaHHble MNonb3oBaTens B O6LWECTBO C OrpaHUYEHHON OTBETCTBEHHOCTbIO «UMT-dutHec» (agpec: 123610,
ropog MockBa, KpacHonpecHeHcKas Hab., 12, nom.lAX¥, KomH. 13, WHH 7703412770, OrPH
1167746630622) ana 06paboTKM B LEeNsx, yKasaHHbIX B M. 3 HacToAawero Cornacus.


http://www.wtcmoscow.ru/

9. O6uwecTBo BrNpaBe NepeaaBaTb BCe MOJIYYEHHbIE B COOTBETCTBMM C HacToAwwmMM Cornacmem nepcoHasnbHble
AaHHble Monb3oBaTens B OTKpbITOE aKLMOHepHoe obuwectBo «[OCTUHUYHBIA KomnaeKke «Coto3» (agpec:
125445, ropoa Mocksa, yn.JlesobepexHan, a.12, UHH 7712110366, OrPH 1027700258431) ans
06paboTKM B Lensx, ykasaHHbIX B M. 3 HacToswero Cornacus.

10. 1061wecTBO BrpaBe ocyLecTBAATb 06paboTKy BCex NONYYEHHbIX B COOTBETCTBUM C HacToAwmMm Cornacnem
nepcoHanbHbIX AaHHbIX [0Nb30BaTENA BO BCEX CTPYKTYPHbIX NogpasaeneHunsax Obuwectsa He3aBUCUMO OT
TOro, NpPW MOAYYEHUU KAKUX OKasbiBaeMbix ObLiecTBOM ycayr 6bl10 nosaydyeHo paHHoe Cornacue.
Monb3oBaTenb BbipaxaeT CBOE cOrflacMe Ha MOJlyYeHWe PeKaMHbIX paccbliok 06 ycnyre (OcHoBHas
ycayra), npu MnoayyYeHUMM KOTOpol Oblao noatseprkaeHO HacTtosAwee Cornacve, u obo BCex ycayrax
(dononHuTenbHble ycnyrn), okasbiBaembix OBLLECTBOM U OPUANYECKUMU IMLLAMMW, YKA3aHHbIMK B M. 8-9
Hactosawwero Cornacusa.

11. Hactoswee Cornacve moxKeT ObITb AOCPOYHO OTO3BAHO [losib3oBaTe/NIEM WAM YNOJIHOMOYEHHBIM UM
npeacrasutenem nyTém HanpasneHus B OOWECTBO MNUCbMEHHOro 3asfBAEHUS B COOTBETCTBUM C
3aKoHoaaTtenbcTBom Poccuiickon ®epepaunim.

12. Hactoawum Monb3oBatenb yBeAOMIEH O TOM, YTO TPeboBaHMA K yCNOBUMAM 06paboTKM nepcoHanbHbIX
AaHHbIX MOTYT 6bITb TaK:Ke YCTaHOBAEHbI MHbIMW MPaBUIaMKU U NOAUTUKaMKM (Hanpumep, MonosxkeHne o
KOHdUAEHUMANbHOCTM MaM MMOANTUKA B OTHOLWEHMM 06pPaboTKM MepcoHaNbHbIX AaHHbIX), cornacue c
KoTopbiMK [onb30BaTeNb MNOATBEPNKAAET NpPM Nepenaye CBOMX MEPCOHANbHbLIX AaHHbIX. YKasaHHble
npasuaa 1 NONTUKN NPUMEHAIOTCA B YaCTK, HE NPOTUBOPEeYaLLEl NOMoXKeHMAM HacTosalero Cornacus.

Nonutnka uHPopmaumoHHOU 6e30macHOCTM Npu paboTe € NEepPCOHaANbHbIMM AAHHLIMKU B Nyb6AnYHOM
aKuMoHepHOM obuectee «LleHTp mexXayHapoaHO TOproBan»

OnpepeneHun
B HacToALLEeM AOKYMEHTE MCNONb3YIOTCA C/ieAyoWMe TEPMUHDBI U UX ONpeaesieHunA.

ABTOMATM3NPOBAHHAA CUCTEMA — CUCTEMA, COCTOALLAA M3 NepCcoHasia M KOMNAEeKca cpeacTs aBToMaTm3aumm ero
AeATENbHOCTHU, peann3yrouan MHd)OpMaLJ,MOHHYPO TEXHONIO0TNIO BbINO/IHEHNA YCTAHOBNIEHHbIX d)yHKLI,VII\/’I.

AYTEHTMd)MKaLJ,MFl oTnpasnTena AaHHbIX — noAarBepxXaeHune Toro, 4Yto OoTnpasuTe/ZlIb NOJNYYEHHbLIX OdaHHbIX
COOTBETCTBYET 3aAB/IEHHOMY.

Be3onacHOCTb NMepcoHasbHbIX AaHHbIX — COCTOSHME 3aLUMLLEHHOCTU MEPCOHANbHbBIX AAHHbIX, XapaKTepuyemoe
CNocobHOCTbIO  MONb30BaTeNEN, TEXHUYECKMX CpeacTB UM MHOOPMALMOHHbIX TexHonorui obecneunTb
KOHOUAEHUMANbHOCTD, LENOCTHOCTb M [OCTYMHOCTb NEPCOHasbHbIX AaHHbIX Npu  ux obpaboTke B
MHOOPMALMOHHbIX CUCTEMAX NEPCOHANbHBIX AAHHBIX.

bnoKknposaHme nNepcoHaNbHbIX AaHHbIX — BpemMeHHOoe npeKpaleHune O6pa6OTKM NepPCOHaNbHbIX AaHHbIX (3a
UCKNKOYEHNEM Cniydaes, ecnn o6pa60TKa HEO6XOAMMa ANA YTOYHEHUA NepPCOHaIbHbIX ILI,Z:\HHbIX).

Bupyc (KOMMbIOTEPHbIN, NMPOrPaMMHbIi) — UCMOAHAEMbIN MPOrPaMMHbIN KoA WAM MHTepnpeTupyemblii Habop
WHCTPYKLMIA, 06/1aJal0WMii CBOWCTBaMM HECAHKLMOHMPOBAHHOIO PACNpOCTPaHEHUA M CaMOBOCMPOU3BEAEHMUS.
Co3sfaHHble oyb1MKaTbl KOMMbBIOTEPHOTO BUPYCa He BCEra COBMAAaloT C OPUTMHAIOM, HO COXPAHAOT CMOCOBHOCTb
K Aa/ibHellemMy pacnpoCcTpaHeHUIO U CAMOBOCNPOU3BEAEHMIO.

BpegoHocHas nporpamma — nporpamma, npeaHasHadeHHasa 41 OCyLLeCTBeHUA HeCaHKLMOHMPOBAHHOro A40CTyNa
1 (MAn) BO34EMCTBMA HA NEPCOHasIbHbIE AaHHbIE MK PecypCbl MHGOPMALMOHHOM CUCTEMbI NEPCOHANbHbIX AaHHbIX.

BcnomoraTenibHble TEXHMYECKMe CpeacTBa M CUCTEMbI — TEXHUYECKME CpecTBa U CUCTEMDI, He npeAHa3HaYeHHble
Aana nepegaydn, O6pa6OTKVI N XpaHEHNA NEPCOHA/IbHbIX AAdHHbIX, YCTaHaB/InBaemble COBMECTHO C TEXHUYECKUMU
cpeacreamum n cuctemamm, npegHasHa4yeHHbiIMU ONA O6pa6OTKM NePCOHaNbHbIX AaHHbIX WM B NOMELWLEHNAX, B
KOTOpPbIX YCTAaHOBJ/1€HbI VIH(bOpMaLI,VIOHHbIe CNCTeMbI NepCOoHaIbHbIX AaHHbIX.



JocTyn B onepauyMoHHyo cpesy KomnbtoTepa (MHPOPMALMOHHOW CUCTEMBI MEPCOHA/bHbIX A4aHHbIX) — NoyYeHue
BO3MOMHOCTM 3aMnycka Ha BbIMO/SIHEHWE LWTATHbIX KOMaH4, OYHKLMI, npoueayp OMepaumoHHOM CUCTEMBI
(YHMUTOXKEHUA, KONMPOBaHMA, NEPEMELLLEHUNA U T.N.), UCNOAHAEMbIX GaNN0B NPUKNAAHBIX NPOrpamm.

,ﬂ,OCTyrI K VIH(I)OpMaLI,MM — BO3MOXHOCTb nosiy4eHunA MH(I)OpMaLI,VIVI M ee ncnoab3oBaHUA.

3aKnaflouyHoe YCTPOMCTBO — 3/IeMeHT CpeAcTBa cbeMa MHGOPMaLIMU, CKPLITHO BHeApAEeMbli (3aKnaabiBaemblidi UK
BHOCUMbII1) B MECTa BO3MOKHOTO Cbema MHpOopMaLMKM (B TOM YMCIE B OrParkaeHne, KOHCTPYKLNIo, obopyaoBaHue,
npeameTbl MHTEPbEPa, TPAHCMNOPTHblE CPEeACTBA, a TaKKe B TEXHWYECKMe CpeactBa M cuctembl 06paboTKu
nHbopmayum).

3awmuwaeman nHpopmauma — MHGopmMmaLma, ABAAIOWAACA NPegMETOM COBCTBEHHOCTM M MOANEXKALLAA 3aWwmTe B
COOTBETCTBUM C TPEOOBAHUAMM NPABOBbLIX LOKYMEHTOB UAN TPebHOBAHUAMM, YCTaHABIMBAaEMbIMU COOCTBEHHUKOM
nHbopmaumm.

NoeHTuduMKauma — npucBoeHne cybbekTam W obbekTam fgocTyna wuaeHTMduKatopa M (M) cpaBHeHWe
npeabABAAEMOro naeHTMdUKATOPa C nepeyHem NPUCBOEHHbIX NAEHTUHUKATOPOB.

NHbOPMATUBHBIN CUrHaN — 3/1IEeKTPUYECKME CUTHaNbl, aKyCTUUYECKUE, SNEKTPOMAarHuTHble U apyrne ¢usmyeckune
nons, No NapameTpPam KOTOPbIX MOXKET BbITb pacKpbiTa KOHOMAEHUMANbHAA MHOPMaLMA (NepCcoHaNnbHble AaHHbIE)
obpabatbiBaeman B MUHGOPMALIMOHHOM cUCTEME NEPCOHANbHbIX AAHHbIX.

MHd)OpMaLI,MOHHbIe TEXHO/1I0TUN — NpoueccCbl, MeToadbl NMOUCKa, c6opa, XpaHeHwuA, 06pa6OTKM, npeanocraBneHnA,
pacnpocTpaHeHNA MHd)OpMaLI,MM 1 cnocobbl OCyLwecTBneHmnA Taknx npoueccos  metoaos.

NHbopmaumoHHas cuctema nepcoHasnbHblX gaHHbix (MCMAH) — cOBOKYNHOCTb cogepKalmxca B 6asax AaHHbIX
nepcoHanbHbIX AaHHbIX N 06ecneynBaoLWmnX NX 06paboTKy MHPOPMALMOHHbIX TEXHOMAOTUIA U TEXHUYECKUX CPeaCTB.

Mcnonb3oBaHWe NepPCOHaNbHbIX AAHHbIX — AEUCTBUA (onepauuun) ¢ NepcoHasibHbIMU AAHHBIMW, COBEpLIaemble
ONepaTopomM B LENAX MPUHATUA PELUEHUA WKW COBEPLUEHMA WMHbIX OENCTBUN, MOPONKAAIOWMX tOpPUAMYECKUE
nocneacTsuA B OTHOLWEHUM cyObeKTa NepcoHaNbHbIX AaHHbIX WAW ApYrux Avy, Ambo MHbIM  obpasom
3aTparneatowmx npasa U cBoboabl Cy6beKTa NepPCoHabHbIX AAaHHbIX UKW APYIUX WL

McTouHMK yrposbl 6e3onacHoCcTM MHPOpMaLMK — CyObeKT A0CTyna, MaTepuainbHbli 06BEKT MAn dusnyeckoe
ABNEHNE, ABNAIOWMECA NPUUMHON BOSHMKHOBEHMSA Yrpo3bl 6€30MacHOCTU MHbOPMaLMK.

KoHTponMpyemas 30Ha — NPOCTPAHCTBO (TeppUTOpUA, 34aHNE, YacTb 34aHMA, MOMELLEHWE), B KOTOPOM MUCKIOUYEHO
HEKOHTpoIMpyemoe npebbiBaHne NOCTOPOHHMX /L, @ TAKXKeE TPAHCMOPTHbIX, TEXHUUYECKUX U UHbIX MaTepPManbHbIX
cpeacTs.

KoHbMAaeHUMaNnbHOCTb MEePCOHaNbHbIX AaHHbIX — 06s3aTenbHoe Ana cobaloAeHUA OonepaTtopoM MM UHbIM
NONYYMBLLUMM AOCTYN K NEPCOHafbHbIM AaHHbIM AUMLOM TpeboBaHMe He AonyckaTb MX pacnpocTpaHeHue 6e3
cornacua cybbeKkTa NepcoHanbHbIX AaHHbIX MW HAIMUYNA MHOFO 3aKOHHOMO OCHOBaHMUA.

MexKceTeBOW 3KpaH — /IoKasibHOE (O4HOKOMMOHEHTHOEe) MM GyHKLMOHaNbHO-pacnpeaesieHHoe NporpaMmHoe
(nporpammHo-annapaTHoe) cpeacTBO (KOMMAEKC), peanusytlollee KOHTPOAb 3a MHpOpMaLmMeid, NocTynatowen B
MHPOPMaLMOHHYIO CUCTEMY NEPCOHAbHBIX AaHHBIX U (MM) BbIXOAALLEN U3 MHPOPMALMOHHOW CUCTEMDI.

HapyLLII/ITEJ'Ib 6e3onacHoCTH nepCoHaNbHbIX AdHHbIX — d)l/I3M‘-IECKOG anuo, cnyqaﬁHo nWin npegHamepeHHo
coBepuwarouee ,D,EVICTBMH, cneacrtenem KOTopbiX ABAETCA HapylweHne 6esonacHocCTH NepPCOHabHbIX OAaHHbLIX NPU
nx o6pa60TKe TEXHUNYECKMMU CpeacTtBamun B MHd)OpMaLI,MOHHbIX CnUCTeMax NepPCoOHabHbIX AaHHbIX.

HeaBTOMaTM3nMpOBaHHaA o6pa60TKa NepCcoHa/ibHbIX AAdHHbIX — o6pa60TKa NepCcoHaNnbHbIX AaHHbIX, COAEPKaALLUXCA
B VIHd)OpMaLI,VIOHHOﬁ cncreme nepcoHasbHbIX AaHHbIX 60 M3BNEYEHHbIX W3 TaKoW CUCTEMDI, CHUTAETCA
0CYLLI,€CTBI'I€HHOI7I 6e3 ncnonb3oBaHmA cpeacTts aBToMmaTtnsalmmn (HeaBTOMaTM3I/IPOBaHHOl7I), eC/n Takune ,D,ED'ICTBMH C
nepcoHaabHbIMN OadHHbIMU, KaK UCMNONb30BaHUWE, YTOYHEHUE, PACNPOCTPaHeHne, YHUYTOXeHNE NepCoHa/ibHbIX
AdHHbIX B OTHOWEHUN KaxXaoro mn3 Cy6'b€KTOB NepCoOHabHbIX AaHHbIX, OCYLWECTBAAOTCA NPU HeNnocpeaACTBEHHOM
y4aCTumn 4enoBekKa.



HeneknapuMpoBaHHble BO3MOMKHOCTU — QYHKLMOHAbHbIE BO3MOXHOCTU CPEACTB BbIYMCAUTENLHON TEXHUKMU, He
ONUCaHHble WM He COOTBETCTBYHOLLME OMUCAHHBIM B AOKYMEHTALMKU, NMPWU UCNONb30BAHUN KOTOPbIX BO3MOXHO
HapylweHue KoHPUAEHUNANbHOCTU, AOCTYMNHOCTM UAN LLeNIOCTHOCTU 06pabaTbiBaemoi MHOPMaLUN.

HecaHKUMOHNPOBAHHbIN A0CTYN (HEeCaHKLUMOHMPOBaHHble AeiCcTBUA) — AOCTYN K MHPOPMaLUN UAKM OAEWUCTBUA C
UHbOPMaumen, Hapylwalowmne npaBuaa pasrpaHUYeHns [oCTyna C  WMCMNO/b30BaHMEM LTATHbIX CPeAacCTs,
npeaocTaBAAemMbIX UHGOPMALMOHHBIMU CUCTEMAMU NEPCOHANbHbIX AaHHbIX.

Hocutenb MHpopmaumm — pusnyeckoe Muo UamM MaTepmasibHbii 06bEKT, B TOM Yncie Gpru3nYecKoe rnoJsie, B KOTopom
nHbopMaums HaxoOAuT CBOe OTpareHwe B BMAE CUMMBOJIOB, 0Opa3oB, CUTHAMOB, TEXHUYECKUX PEeLleHn U
NPOLLEeCCOB, KO/IMYECTBEHHbIX XapaKTEPUCTUK GU3UYECKUX BETUYMH.

Ob6e3nmMunBaHMe MNepcoHanbHbIX AaHHbIX — AENCTBUA, B pesysbTaTe KOTOPbIX CTaHOBUTCA HEBO3MOMHbIM 6e3
MCMO/Ib30BaHMA  AOMNOJNHUTENbHON MHPOPMALMKU  ONPeae/UTb NPUHAONEKHOCTb MEPCOHasIbHbIX  AaHHbIX
KOHKPETHOMY CyObEeKTY NepCcoHaNnbHbIX AaHHBbIX.

O6paboTKa nepcoHaNbHbIX AaHHbIX — Atoboe aeicTBMe (onepaums) UAM COBOKYMHOCTb AeNCTBUIA (onepauumi),
COBEpLIAeMbIX C WCMONb30BaHWEM CPeACTB aBTOMaTM3auMM waM 6e3 MCNoAb30BaHMA TaKMX CPeacts C
NMepcoHaNbHbIMW AaHHbIMW, BK/tOYas cbop, 3anmmucb, CUCTEMATU3ALMUIO, HAKOMJIEHWE, XPaHEHWe, YTOYHeHue
(obHOBNEHNE, WM3MEHEHME), WM3BNEYEHME, MCMNONb30BaHWE, nepegady (pacnpocTpaHeHWe, NpeaoCTaB/ieHUE,
gocTyn), obesnnumsaHme, 610KMPOBaHUE, yaaNEeHNE, YHUUTOXKEHNE NEPCOHA/bHbIX AAHHbIX.

ObuwenocTynHble NepcoHanbHble AaHHble — MepcoHasibHble AaHHble, AOCTYN HEOrpaHWYeHHOro Kpyra Auy, K
KOTOPbIM MpeaocTaBNeH C COMacuMA CybbeKTa MepCoHanbHbIX AaHHbIX WMAM Ha KOTOpble B COOTBETCTBMM C
denepanbHbIMN 3aKOHAMUM HE pacnpoCTpaHaeTca TpeboBaHue cobaoaeHNsa KOHPUAEHLMANBHOCTH.

Onepatop (NepcoHanbHbIX AaHHbIX) — rOCYAAapPCTBEHHbIA OpraH, MyHUUMNaAbHbIA OpraH, HPUANYECKOE WU
bU3nYeCcKoe ML, CaMOCTOATENIbHO UM COBMECTHO C APYIMMM IMLLaMKN OpraHu3ytolLme 1 (Mam) ocyLiecTsaaowme
06paboTKy NepcoHanbHbIX AaHHbIX, @ TaKXKe onpegenawolimMe Lenn obpaboTKM NepcoHaNbHbIX AAHHbIX, COCTaB
MepcoHanbHbIX AaHHbIX, noAasexaumx obpaboTke, AeicTema (onepaumm), coBepliaemble C MEPCOHAbHbIMM
OaHHbIMU.

TexHuueckue cpeactsa MHGOPMALIMOHHOWN CUCTEMbI MEPCOHabHbIX AaHHbIX — CPEACTBA BbIYUCNTENbHON TEXHUKM,
NHPOPMaLMOHHO-BbIYUCANTENbHbBIE KOMMNIEKCHI U CETU, CPEeACTBa M CUCTEMBI Nepeaayn, npuema n obpabotkm NAH
(cpeacTBa M cUCTEMbI 3BYKO3anucK, 3BYKOYCUIEHMA, 3BYKOBOCMPOMU3BEAEHUNS, NEPEroBOopHbIe U TeNeBU3NOHHbIEe
YCTPOWCTBA, CPeACTBa M3rOTOB/IEHUSA, TUPAXKMPOBAHUA AOKYMEHTOB U ApPYyrMe TeXHUYecKMe cpeactsa obpaboTku
peuyeBoi, rpapuyeckon, BUAEO- N BYKBEHHO-LUMOPOBON MHPOPMALMK), NPOrpamMmMHbIe CpeacTBa (onepaunoHHble
CUCTeMbI, cMCTeMbl yrpasneHna 6asamu AaHHbIX W T.N.), CPEACTBa 3aWuTbl MHPOpMaLUKU, NPUMEHAEMble B
MHPOPMALMOHHDBIX CUCTEMAX.

Mepexsat (MHPOPMaLMM) — HENPaBOMEPHOE NosydyeHre MHGOPMaLMK C UCNOIb30BaHNEM TEXHUYECKOTO CPELCTBa,
ocyuwiecTeastollero obHapyKeHue, npuem 1 06paboTKy MHPOPMATUBHBIX CUFHANOB.

MepcoHanbHble AaHHble — nob6as MHOOPMALMA, OTHOCALAACA K NMPAMO WMAM KOCBEHHO OMNpeaeseHHOMY WK
onpegenaemomy Guanyeckomy muy (CybbeKkTy nepcoHanbHbIX AaHHbIX);

MNobouHble 3/IEKTPOMAlrHUTHbIE U3NTYy4EHUA U HABOAKU — 3I/IEKTPOMATrHUTHbLIE U3NYYHEHUNA TEXHUYECKUX CPencTB
O6pa6OTKVI 3au.|,14u.|,aeM0171 MHd)OpMaLI,MM, BO3HUKaOLWME KaK nobo4yHoe ABNEHUE U BbI3BaHHbIE INN1EKTPUYeCKMMmn
CUrHanamu, AEﬁCTByDLLLMMM B UX INEKTPUYECKUX N MATHUTHDLIX LLenAX, a TaKXKe 31IEKTPOMardHnTHble HaBOOKU 3TUX
CUrHanoB Ha ToOKonposogAlne TMHNN, KOHCTPYKUUNU U LLenn NUTaHUA.

MoAnTUKA «4YMCTOrO CTONA» — KOMIMJIEKC OPraHM3aUMOHHBIX MEPONPUATUIN, KOHTPOMPYIOWMX OTCYTCTBUE
3anuncbiBaHMA Ha ByMarkHble HOCUTENM KAtodel 1 aTpnbyToB AocTyna (naponei) n xpaHeHna nux s6ansm o6beKToB

goctyna.

Monb3oBaTenb MHGOPMALMOHHOW CUCTEMbI MEPCOHA/bHbIX AAaHHbIX — ML, yYacTeylowee B GpYHKLMOHMPOBAHUN
MHPOPMALMOHHOM CUCTEMbI MEPCOHANbHbIX AAHHbIX MW UCMONb3YIOLLEE Pe3ybTaTbl ee PYHKLUMOHMPOBAHMUS.



MpaBwuaa pasrpaHnYeHnsa AOCTYNa — COBOKYNMHOCTb MPaBWA, PernaMeHTUMPYIOLWMX NPaBa AOCTYNa CybbekToB A0CTyna
K 0bbeKkTam ZocTyna.

MporpamMmHas 3aknafka — Kog, Nporpammbl, npegHaMepeHHO BHECEHHbI B NPOrpammy C Le/iblo OCYLLEeCTBUTb
YTEUKY, U3MEHUTb, 6I0KMPOBATL, YHUUTOXKUTb MHGOPMALMIO UAWN YHUUTOXKUTL U MOAMOULMPOBATL NPOrpammHoe
obecneyeHne MHGOPMaALMOHHOMN CUCTEMbI NEPCOHAJbHBIX AaHHbIX U (MAK) BIOKMPOBaTL annapaTHble CpeacTBa.

MporpammHoe (NporpammHO-maTeMaTUYECKOe) BO3AeNCTBME — HECAHKLMOHMPOBaHHOE BO3AeNCTBME Ha pecypchbl
aBTOMATU3MPOBAHHON WHPOPMALMOHHON CUCTEMbI, OCYLLECTBAAEMOE C WCMOAb30BaHMEM BPEAOHOCHbIX
nporpamm.

PaCKprTVIe NepCOHaNIbHbIX AadHHbIX — YMbIlW/1EHHOE WU cnyqaﬁHoe HapyuweHue KOH(I)M,D,GHLI,Ma!'IbHOCTM
NepCoOHaNbHbIX AaHHbIX.

PacnpocTpaHeHWe NepcoHasbHbIX AaHHbIX — AEUCTBMSA, HamnpaB/ieHHble Ha PACcKPbITUE MepPCOHANbHbIX AAHHbIX
HeonpegeneHHoOMy Kpyry uLL.

Pecypc MHPOPMALMOHHOM CUCTEMbI — UMEHOBAHHbIA 3N1EMEHT CUCTEMHOFO, NMPUKNALHOIO WM annapaTHOro
obecneyeHns GyHKUMOHMPOBAHNA MHGOPMALNOHHOM CUCTEMBI.

CneumanbHble KaTeropumn NepPCcoHasbHbIX 4aHHbIX — MepCcoHabHble AaHHble, KacaloLlLMecs pacoBoi, HalLMOHaNbHOM
NPUHAANEKHOCTU, NOJIUTUYECKUX B3MAL0B, PESINTUO3HBIX NN GUNOCOPCKUX YBEXAEHNIN, COCTOAHNA 340P0OBbA U
WHTUMHOM KM3HU cybbeKTa NepcoHabHbIX AaHHbIX.

Cpe/fcTtBa BblUMCNTENBHOW TEXHUKN — COBOKYMHOCTb MPOrPaMMHbIX M TEXHUYECKMX 3/IEMEHTOB cnuctem 06paboTku
OaHHbIX, CNOCO6HbIX GYHKLUMOHMPOBATb CAMOCTOATE/IbHO UN B COCTaBE APYrnX CUCTEM.

CybbekT goctyna (cybbekT) — AMUO MAW MPOLECC, AEWCTBUA KOTOPOro pPernameHTUPYIoTCA Mpasuaamm
pa3rpaHMyeHuMa goctyna.

TexHWYeckuii KaHan yTeuku MHOOpPMaLMM — COBOKYMHOCTb HocuTens umHdopmauumm (cpepctsa obpaboTku),
dur3nyecko cpeabl pacnpocTpaHeHUa MHPOPMATUBHOIO CUTHaNA U CPEeACTB, KOTOPbIMM A06bIBaeTCA 3alumMLLaeman
UHbOpPMauus.

TpaHcrpaHMyHasa nepegada NepcoHanbHbIX AaHHbIX — Mepedada NepcoHasbHbIX AAHHbLIX OMepaTopom 4vepes
locypapcTBeHHyo rpaHuLy Poccuiickoi defepaumm opraHy BNaCT MHOCTPAHHOTO roCcy4apcTea, puanyeckomy nam
IOPUANYECKOMY /IMLY MHOCTPAHHOTO rocyAapcTBa.

Yrpo3bl 6€30MacHOCTM NEePCOHasbHbIX AaHHbIX — COBOKYMHOCTb YCNO0BMA M (GAKTOPOB, CO34alOWMX OMNACHOCTb
HECAHKLMOHNPOBAHHOrO, B TOM YMC/E CY4alHOro, AOCTYyNa K NepcoHasbHbIM AaHHbIM, PE3Y/bTaTOM KOTOPOro
MOXET CTaTb YHUUTOMKEHME, U3MeHeHMe, 6/10KMpOBaHME, KONMPOBaHWE, PAaCNPOCTPaHEHME NEePCOHa/bHbIX AaHHbIX,
a TaK»Ke MHbIX HECAaHKLMOHMPOBAHHbIX AEWUCTBUIA NpK MX 06paboTke B MHGOPMALIMOHHOMN CUCTEME NEPCOHAbHbIX
[OaHHbIX.

YHUUTOXKEHWE NePCOHAbHbIX AaHHbIX — A4EACTBUA, B pe3y/IbTaTe KOTOPbIX CTAHOBUTCA HEBO3MOMHbIM BOCCTaHOBUTb
cofieprkaHne NepcoHanbHbIX AaHHbIX B MHGOPMALMOHHOW CUCTEME MEPCOHAbHbIX AAaHHbIX U (MAK) B pe3ynbTate
KOTOPbIX YHUUTOXKAKOTCA MaTepuasbHble HOCUTENM NEPCOHA/bHbIX AAHHbIX.

YTeuka (3awwmiiaemoit) MHOOPMALMM MO TEXHUYECKMM KaHanaM — HEKOHTPOAMPYEMOEe pacrnpocTpaHeHue
MHPOPMaLMKN OT HOCUTENA 3alLMLLaeMol MHPOPMaLMK Yepe3 GU3MYECKYI0 Cpeay A0 TeXHUYECKOro CPeacTsa,
OCYLECTBAAIOLLErNO NepexsaT MHPpOopMaLmM.

YA3BMMOCTb — €1aboCTb B CpeacTBax 3alMTbl, KOTOPYHO MOXHO MCMO/b30BaTb A/ HAPYLUEHWS CUCTEMbl UAU
coaeprKallenca B Hel MHPopMaL UK.

LlenoctHocTb MHPOpMauMmM — cnocobHOCTb CPeacTBa BbIYUCAUTENbHOW TEXHUKU WMAW aBTOMAaTU3MPOBAHHOM
cuctembl obecneumBaTb HEM3MEHHOCTb MHGOPMAUMKM B YCAOBMAX CAyYalHOro W/MAM npegHamepeHHOoro
UCKaXKeHuA (paspyLeHuns).



O603Ha4YeHMA U COKpaLLLEHUA

ABC — aHTUBMpPYCHble cpeacTBa

APM — aBTOMaTU3NpPOBaHHOE paboyee mecTo

BTCC — BcnomoraTesibHble TeXHUYECKue CpeacTsa n CUCTEMbI
NCNAH — nHOPMALMOHHAA cUCTEMA NEPCOHANBHbIX AaHHbIX
K3 — KOHTpoaMpyemas 30Ha

JIBC — noKanbHaA BblYNCAUTE/IbHAA CETb

M3 — mexceTeBOM 3KpaH

HC/[, — HeCcaHKLMOHMPOBAHHbIN AOCTYN

OC — onepauunoHHasa cuctema

NAH — nepcoHasibHble AaHHble

NMMB — nporpammHoO-maTeMaTMYeCKOe BO3LENCTBUE

MO — nporpammHoe obecneyeHne

MOMWH — noboYHble 31EKTPOMArHUTHbIE U3YHEHUA U HABOAKM
CA3 — cuctema aHanm3a 3aWULLEHHOCTH

C3U — cpeacTBa 3awwmTbl HGOPMaLUK

C3MAH — cuctema (NoacMcTEMA) 3aWMTbl MEPCOHANbHbIX AAHHbIX
COB — cuctema 06HapYKeHMA BTOPHKEHN

TKY W — TexHMYeCcKMe KaHasbl yTEYKM MHPOPMALLUK

YBMNAH — yrpo3bl 6e30nacHOCTX NepcoHasibHbIX AAaHHbIX
BsepeHue

Hactoswasa Monutuka wuHdopmaumoHHOW besonacHocTM (ganee — MonuTuka) B Ny6AMYHOM aKLMOHEPHOM
obuwectBe «LeHTp merKayHapoaHoi Toprosau» (ganee no Tekcty — MAO «UMT»), asndaetca odbuumanbHbIM
[OKYMEHTOM.

Monutuka paspaboTaHa B COOTBETCTBUM C LENAMW, 3aJadamMmu M NpuHUMNamu obecneyeHma 6e3o0nacHOCTU
NepCcoHanbHbIX AAHHbIX, U3/10XKEHHbIX B Mo0KeHNnM MHbopmaunoHHoi 6esonacHocTn MCNAH NAO «LUMT».

MonutrKka paspaboTtaHa B cooTBeTCTBMU C TpeboBaHuAMM PeaepanbHOro 3akoHa ot 27 uona 2006 r. Ne 152-d3 «O
NepCcoHaNnbHbIX AAHHbIX», HA OCHOBAHWUMU:

- TpeboBaHWI K 3aLLUTE NEPCOHANBHBIX AAaHHbIX NPU MX 06paboTKe B UHPOPMALMOHHBIX CUCTEMAX NEPCOHANbHbIX
DAHHbIX, YTBEPKAEHHbIX MocTaHoBNeHWeM MpasuTtenbctBa PO o1 01.11.2012 r. Ne 1119;

- Mpukaza ®CTIK Poccum ot 18 deBpans 2013 roga Ne 21 «O6 yteepraeHuMn CocTaBa M CopeprKaHUs
OPraHM3aUMOHHbBIX M TEXHUYECKMX Mep No obecneyeHnto 6€30MacHOCTM NEPCOHANbHbIX AAaHHbIX MPU UX 06paboTKe
B8 MHPOPMALMOHHbIX CUCTEMAX MEPCOHAbHbBIX AaHHbIXY;

-Tunosbix  TpeboBaHMi MO  opraHMsaumm U obecrnedeHUto  GYHKUMOHUPOBAHMA  WMPPOBANbHbIX
(KpunTorpaduyeckmx) cpeacTs, NpeAHasHaYyeHHbIX A8 3aWmMTbl MHOOPMAaLMM, HE COAepXKalled CBeAeHMN,
COCTaB/AOWMX [OCYAAPCTBEHHYIO TalHy B C/lydae WX MCNoAb3oBaHua ana obecrneyeHus 6e30MacHOCTM
NepCoHasIbHbIX AaHHbIX NpK Mx 06paboTke B MHGOPMALMOHHbIX CUCTEMAX NEPCOHA/bHbIX AAHHbIX, YTBEPMHAEHHbIX
pykosoacTteom 8 LleHtpa CB Poccum 21.02.2008 r. Ne 149/6/6-662.



B Monutuke onpepeneHol TpeboBaHma K nepcoHany UCMAH, cTeneHb OTBETCTBEHHOCTU MePCOHanNa, CTPYKTypa U
HEOOX0AUMbI YPOBEHb 3aALUMULLEHHOCTU, CTAaTYC U AONKHOCTHble 06A3aHHOCTU COTPYAHMKOB, OTBETCTBEHHbIX 33
obecneyeHune 6e30NacCHOCTM NePCOHaNbHbIX AaHHbIX B UCMNAH MAO «UMT».

O6wue NnonoxKeHus

Llenbto HacToswel MonnTukn saenaeTca obecnedeHme 6e3onacHoCcTM 06beKToB 3awmTbl MAO «LUMT» oT Bcex B1aoB
Yrpo3, BHEWHNX U BHYTPEHHUX, YMbIWAEHHbIX U HenpeaHaMepeHHbIX, MUHUMK3AUMA yulepba OT BO3MOXKHOM
peanusauunu yrpos 6esonacHoctu NAH (YBNAH).

BesonacHOCTb MepcoHasbHbIX AaHHbIX AOCTUraeTcs NyTEM WUCKAOYEHUA HECaHKLMOHMPOBAHHOrO, B TOM 4yuUcie
CNyYaliHOro, A0CTyna K NepcoHanbHbIM AaHHbIM, Pe3y/1bTaTOM KOTOPOTo MOXKET CTaTb YHUUTOXEHME, U3MEHEHMe,
610KMpoOBaHME, KONNPOBaHME, PacnpocTpaHeHne NepPCcoHasbHbIX AaHHbIX, @ TaKXKe UHbIX HECAaHKLMOHNUPOBAHHbIX
AeNCTBUNA.

NHpopmaumsa 1 cBA3aHHbIE C HEM pecypcbl JOXKHbI ObITb AOCTYMNHbI 471 aBTOPM30BAHHbIX No/b30BaTeNei. JJoaKHO
OCYLLECTBAATLCA CBOEBPEMEHHOE OOHapyKeHUe 1 pearnposaHune Ha YBMNIH.

JOMmKHO ocyLlecTBAATbCA MNpeaoTBpalleHne npeaHaMepPEHHbIX WM  CAYYaWHbIX, YaCTUYHbIX WAM  MOAHbIX
HECaHKUMOHMPOBAHHbIX MOANDUKALMIA AU YHUUTOXKEHWUS SAHHbIX.

CocTtaB 06BEKTOB 3alMTbl NPeAcTaB/ieH B «[lepeyHe NepcoHasibHbIX AAaHHbIX, MOAAEMXKaLMX 3amTe».
Cocrtas UCMNOH nognexawmx 3awmTe, npeacrtasneH B «MepeyHe NCMOH».
1. O6nactb aeiictBua

TpeboBaHua HacTosAwel MOAUTUKM PacnpPOCTPaHAIOTCA Ha Beex coTpyaHMKoB MAO «LUMT» (LTaTHbIX, BPEMEHHbIX,
paboTaloLWMX MO KOHTPAKTY M T.N.), @ TaKXKe BCeX NPOoUnX AuL, (NogpsaauvKu, ayantopsl v T.n.).

2. Cucrema 3aLMTbl NEPCOHA/IbHbIX AaHHbIX
CucTema 3aWmTbl NePCoHaNbHbIX AaHHbIX (C3MAH), CTPOUTCA Ha OCHOBaHWUMK:
- UToroeoro otyeta 06 obcnegosaHum UCMOH;

- OT4yeTa 0 pesy/nbTaTax NPOBEAEHUA BHYTPEHHEN NPOBepKM 3alLmTbl MAH Ha ByMarKHbIX HOCUTENSAX.

MepeyHs nepcoHanbHbIX AAHHbIX, NOAEMKALLMX 3aLUNTE;

AKTa K}'IaCCVId)MKaU,MM MHd)OpMaLLMOHHOVI CUCTEMDI NEePCOHA/IbHbIX AaHHbIX;

Mopgenu yrpos 6esonacHoCTH NepCoHa/IbHbIX OAHHbIX;

MaTpuubl A4OCTyNa Nosib3oBaTesel K 3almiaembiM MHPopMaLMoHHbIM pecypcam UCMOH;

Pykosogawwmx gokymeHtoB PCTIK Poccmm n ©Chb Poccum.

Ha ocHOBaHWM 3TMX AOKYMEHTOB onpeaenaeTca HeobxoaMmbli ypoBeHb 3almuieHHocT MO Kaxgoit MCNAH NAO
«LUMT». Ha ocHoBaHWWM aHanu3a akTyanbHbIX yrpo3 6e3onacHoctn MNH onucaHHoro B Mogenu yrpos, aenaetca
3aK/IloYEHME O HEOBXOAMMOCTM MCMNO/Ib30BaHUA TEXHUYECKUX CPEACTB M OPraHM3aUMOHHbBIX MEepPOonpUATUI ann
obecneyeHuns besonacHocty MAOH. BoibpaHHble HEOBXOAMMbIE MEPONPUATUA OTparKatoTca B MnaHe meponpusaTuit
no obecneyeHuto 3awmTbl MAH.

Ona UCNOH gonkeH 6biTb COCTAaBAEH CMMCOK MUCMOb3yEMbIX TEXHUYECKUX CPeacTB 3awumThl (aanee - CNucok), a
TaKKe NporpammHoro obecneyeHus, yyactsytowero B 0b6pabotke MNAH, Ha Bcex anemeHTax UCMOH:

- APM nonb3oBaTeneu;
- CepBepa NpUIOXKEHUI;

- CYB[;



- paHunua N1BC;

- KaHanos nepenayn B cet obuiero nonb3oBaHua U (MAKM) mexayHapoaHoro obmeHa, ecaun no HUM nepeaaroTcs

nAaw.

B 3aBMcumocTn oT ypoBHA 3awmweHHoctn UCTOH v akTtyanbHbixX yrpos, C3MNAH MOXeT BKAKOYATb caegylowime
TEXHUYECKMe cpeacTsa:

- aHTUBUPYCHbIE CpeacTBa A5 pabounx CTaHLMIN NoAb30BaTENEN U CEPBEPOB;
- CpeacTBa MeXCeTeEBOrO 3KPAHUPOBAHUS;

- CPeAcTBa KpMNTorpaduyeckon 3awmTbl MHPOpMaLMK, Npu nepegaye 3awumaemoir MHGoOpMaUumn No KaHanam
CBA3MN.

TaKsKe B CMUCOK AOMKHbI 6bITb BKAKOYEHbI GYHKUMM 3aLLmMTbl, 06ecneynsaemole LWTaTHbIMK CpeacTBaMM 06paboTKu
NOH onepaumoHHbiMM cuctemamm (OC), npuknagHbim MO M cneumanbHbIMM KOMMAEKCAaMK, Peannsyowmnumm
cpeAcTBa 3awmTbl. CMUCOK GYHKLMI 3aLLMTbl MOXKET BKAOYATb:

ynpasneHue 1 pasrpaHuyeHue 40oCTyna nosb3osartenei;

PErnCTPaLMIO U yYEeT AeNCTBUIA C MHPopMaLmelt;

obecneunBaTb LUENOCTHOCTb AaHHbIX;

NpPOM3BOANTL OBHAPYKEHNIN BTOPKEHUNA.

CnMCcoK UCNob3yeMbiX TEXHUYECKUX CPEACTB OTparkaeTcA B «[llnaHe meponpuaTuini no obecneyveHuto 3almThbl
NepPCOHaNbHbIX AaHHbIX». CMINCOK MCNONb3YEMbIX CPEACTB A0KEH NOAAEPKUBATLCA B aKTYya/IbHOM COCTOAHMMN. [pun
M3MEHEHMWN COCTaBa TEXHUYECKMX CPEeACTB 3aLWnTbl uam anemeHTos UCIH, COOTBETCTBYHOLLME U3SMEHEHMA L0/ KHbI
6bITb BHECeHbl B CNUCOK U yTBepKAeHbl pykoBoautenem MAO «LUMT» unm anuom, oTBeTCTBEHHbIM 33 obecreyeHune
3awmTel NAH.

3. TpeboBaHua K nogcuctemam C3MNAH

C3MAH BrkAtOYaET B cebs cneayowme NogcUCTEMbI:
- YNpaB/ieHMUA AOCTYNOM, PETUCTPALMUN U YYET];

- obecneyeHunA LLeSIOCTHOCTU U AOCTYNHOCTH;

- QHTMBMPYCHOM 3aLMTbI;

- MEXCETEeBOro 3KPaHMPOBAHWUS;

- aHanu3a 3aWMLLLEHHOCTH;

- 0obOHapyrKeHMA BTOPKEHUN;

- Kpuntorpaduyeckom 3alnTbl.

Moacuctembl C3MOH UMeT pasinyHbIA GYHKLMOHAN B 3aBMCMMOCTM OT Knacca MCIMNAH, onpeaeneHHoro B «AkTe
KnaccudPuKaumm MHGOPMaLLMOHHOM CUCTEMbI MEPCOHANBHbIX AaHHbIX». CMMCOK COOTBETCTBUA QYHKUMIA NOACUCTEM
C3MAH Knaccy 3alMLLEHHOCTM NPeAcTaBAeH B TEXHUYECKOM 3a4aHNK MO CO34aHUI0 CUCTEMDbI 3aLUTbl UHOPMaLUK
MHGOPMALNOHHOM CUCTEMBI NEPCOHANbHbIX JAHHbIX.

3.1 Moacucrembl ynpasnaeHUa A0CTYNOM, PermcTpauum v yyerta
MoacncTema ynpaBaeHna 4OCTYNOM, PErMCTPALLIMM U yYeTa NpeaHa3HayYeHa g0 peannsaumm cnesyowmnx GyHKLMN:

- MAEHTUOMKALMM M NPOBEPKM NOAANHHOCTM CybbeKkToB AocTyna npu Bxoae B UCMNAH;



- naeHTUdMKauMmM TEPMUHAIOB, Y3/10B CETM, KAHAN0B CBA3W, BHELUHUX YCTPOMCTB MO IOTMYECKUM UMEHAM;
- MAeHTUOMKaLMM Nporpamm, TOMOB, KaTasioros, ¢anaos, 3anuceit, Nonen 3anmcen No MMeHam;

- peructpauum BxoZa (Bbixoda) CybbeKTOB AoCTyna B cucteMy (M3 cucTemsbl), 1MBO perucrTpauus 3arpysku u
WMHUUMANAN3ALMM OMNEPALMOHHOMN CUCTEMBI U ee OCTaHOBaA.

- perucrpaumm nonbITOK AOCTyMNa NPOrpaMmMHbIX CPeacTB (Mporpamm, NpoLeccos, 3a4ad, 3a4aHNni) K 3awuLLaembim
dannam;

- perncTpaumMmn nonbITOK AOCTyNa NPOrpaMMHbIX CPeACTB K TEPpMMUHANAM, KaHa/lam CBA3M, Nporpammam, TOMam,
KaTanoram, dairiam, 3anmcam, Nosiam 3anmcen.

Moacuctema ynpasieHMa AOCTYNOM MOMKET ObiTb peanr3oBaHa C MOMOLLbIO LWITATHbIX cpeacts obpaboTtkm MOH
(onepaumoHHbIX cuctem, npunoxeHnin n CYBLA). Tak ke MoXeT 6biTb BHEAPEHO cCrneumnasbHoe TexHU4Yeckoe
CPeacTBO MAM MX KOMMJIEKC OCYLLECTBAAOWME AONOJHUTE/IbHbIE MEepbl MO ayTEeHTUOUKALMW U KOHTPOAIO.
Hanpumep, npumeHeHne eanHbIX XPaHUMULL, YYETHbIX 3anmMcell N0Nb30BaTeNeN N PErnCcTPaLMOHHOM MHbOopMaL MK,
NCNONb30BaHME TEXHUYECKUX (C MOMOLLbIO 3N1EKTPOHHbIX MPOMYCKOB) Mep ayTEHTUDUKALUN U APYTUX.

3.2 TMopacucrema obecneyeHUA LLENOCTHOCTU U AOCTYNHOCTU

Moacmuctema obecnevyeHUA ULENOCTHOCTM W AOCTYMHOCTM NpefHasHavyeHa ana obecneyeHuA LLENOCTHOCTU U
poctynHoctu MAH, nporpammHbIx M annapaTHbix cpeacts UCMAH MAO «UMT», a Tak e cpeacTB 3alnTbl, Npu
CNYY4aMHOM AN HamepeHHON moguduKaumu.

MoacucTeMa peanusyerca ¢ NOMOLLbIO OpPraHU3aLUMM Pe3epBHOMO KONMpPoBaHUA 0bpabaTbiBaemblX AaHHbIX, a TaK
¥Ke pesepBMpoBaHNEM KtoUeBbIX anemeHToB UCMNH.

3.3 Moacuctema aHTUBUPYCHOM 3aLLMUTbI

Moacuctema aHTUBUPYCHOM 3alUTbl NpeaHa3HavyeHa aaa obecnevyeHns aHTUBMPYCHOM 3aWmTbl cepepos U APM
nonbsosartenen UCMOH MAO «LIMT».

CpeacTBa aHTUBUPYCHOW 3aLLMTbl NPeAHa3HauYeHbl 419 peann3aumm cnegyrowmx GyHKLMR:
- Pe3nAEeHTHbIN aHTUBUPYCHbIA MOHUTOPWHT;

- @HTUBMPYCHOE CKaHNPOBAHWE;

- CKpuNT-6/10KMpOBaHME;

- LeHTPaNM30BaHHYIO/yAaNEeHHYIO  YCTaHOBKY/LEUHCTAANALMIO  aHTMBMPYCHOTO  MPOAYKTa,  HACTPOMKY,
aAMUHUCTPUPOBAHME, NPOCMOTP OTYETOB U CTAaTUCTUYECKOW MHPOPMaL MK No paboTe NPoayKTa;

- aBTOMaTU3NPOBaHHOE 0BHOBNEHWE AHTUBUPYCHbIX 6a3s;

- OrpaHun4yeHune npas NOsb30BaTENIA HAa OCTAHOBKY UCMNOJIHAEMbIX 3a4a4 U USMEHEHUA HACTPOEK aHTUBUPYCHOTO
nporpammHoOro O6€CI‘I€“—I€HVIH;

- aBTOMaTUYECKUI 3anycCK Cpa3y nocse 3arpy3kum OI'IepaLI,VIOHHOI‘;i CUcTtembl.

MNoacuctema peanusyetca NyTem BHeAPEHUS CreLManbHOro aHTUBUPYCHOMO NporpammHoro obecnedyeHus Ha Bce
anemeHTbl UCMNAH.

3.4 TMopacucrema mexKceTeBOro sSKPaHUPOBaHUA
MoacucTeMa MeXKCeTeBOro sKPaHMPOBaHUA NpeAHasHauYeHa 41a peanmsaummn cneayowmx GyHKUmi:
- dUNBLTPaLUMK OTKPLITOTO M 3aluMdpPOBaHHOrO (3aKpbiToro) IP-TpaduKa;

- dMKcaumMm BO BHYTPEHHUX }KypHanax MHGOPMaLMM O NPOXOAALLEM OTKPLITOM U 3aKpbITOM IP-Tpaduke;



- MAEHTMd)MKaLI,MM n aYTEHTVI(I)VIKaLI,VHO AOMUHNCTPATOPA MEXKCETEBOIO 3KpPaHa NMpwn ero 10KaJibHbIX 3anNpocax Ha
AocTyn;

- perucrtpalmmn Bxoga (BbIXOAa) AOMUHUCTPATOPA MEKCETEBOIO 3KPaHa B CUCtemy (VI3 CMCTeMbI) nmbo 3arpy3kn v
UHNUMnanns3aumm CUCTeMbl U €e NPOorpaMmHOro oCtaHoBa;

- KOHTPOAA LEeNoCTHOCTM CBOEM NPOrpamMmmHOMN U MHGOPMALMOHHOM YacTy;

- GUAbTPaUUM NAKETOB CAYXeOHbIX MPOTOKOJIOB, CAYXKALLMX AN AMArHOCTUKKU U ynpasBaeHua paboToit ceTeBbix
YCTPOICTB;

- $UAbTPALUKN C Yy4ETOM BXOLHOFO U BbIXOLHOFO CETEBOro MHTepdelica Kak cpeacTBo MPOBEPKU MOAJMHHOCTM
CeTeBblX afpecos;

- PerncTtpaunmn n ydeta 3anpawimBaembix CEPBUCOB NMPUKIAOHOIO YPOBHA,

- ONOKMpOBaAHUA AOCTYyNa He WAEHTUPUUMPOBAHHOINO 0OOBEKTA WM CYOBEKTA, MOAJMHHOCTb KOTOPOro mnpwu
ayTeHTUdPUKaLMM He noaTBepPANNACh, METOAAMM, YCTOMUMBLIMKN K Mepexsarty;

- KOHTPO/A 33 CETEBOM aKTUBHOCTbIO NPUNOKEHNI N 0BHAPYKEHUA CETEBbIX aTak.

Moacuctema peanmsyeTca BHeAPEHUEM MPOrPaMMHO-aNMNapaTHbIX KOMMIEKCOB MEXCETEBOrO SKPAHNUPOBAHUA HA
rpanHuue JIBC, knaccom He HuKe 4.

3.5 MNoacucrema aHann3a 3aWULLLEHHOCTU

MoacucTema aHaM3a 3aWMLLEHHOCTM, A0/1KHa 06ecneynBaTh BbiABNEHUA Y3BUMOCTEN, CBA3AHHbIX C OLUMOKaMM B
KoHourypauum MO UCMNAH, KoTopble MOTYT ObITb MCMOJ/Ib30BaHbI HAPYLUUTENEM A8 PeasIN3aLUmnmM aTaku Ha cUcTemy.

®YHKUMOHAN NOACUCTEMbI MOXKET BbITb PEaNN30BaH NPOrPaMMHbIMU U NPOrPaMMHO-annapaTHbIMU CPeACTBAMMU.
MoacucteMa ob6HapYKEHMA BTOPMKEHUIA

Moacuctema ob6HapyKeHUA BTOPXKEHWUN, [OMKHA obecneynBaTb BbiiBEHWE CeTeBbIX aTak Ha anemeHTbl MCMOH
NOAKOYEHHbBIE K CETAM 0OLLEr0 NOb30BAHUSA U (MN) MeKAYHapPoAHOro obmeHa.

®PyHKUMOHAN NOACMCTEMbBI MOXKET BbITb Peasin30BaH NPOrpaMMHbLIMKU U MPOFrPaMMHO-anNapaTHbIMKU CPeaCcTBaMMu.
Moacuctema Kpuntorpaduyeckom 3awmuTbl

Moacuctema Kpuntorpadpuyeckon 3awmTbl NpegHasHavyeHa ana ncknrdenuna HCA K 3awmwaemont MHGopmaumm 8
Ncngx NAO «LUMT», npu ee nepesayun No KaHaiam CBA3M ceTell 06LLero nonbL3oBaHUA U (M1K) meayHapoaHOro
obmeHa.

Moacuctema peanunsyetca BHeAPEHUA KpunTorpaduyecknx NporpammHo-annapaTHbIX KOMMIEKCOB.
4. Monb3osarenu UCNAOH

B lMonoxeHun VIHd)OpMaLI,MOHHOﬁ 6e3onacHocTH onpegeneHbl OCHOBHblE KaTeropuum nosnb3osaTtenen. Ha
OCHOBAHUN 3TUX KaTeropmun AOOJS1IXKHa 6bITb npomssegeHa TuUnuMsauunAa nosib3oBaTesne ncnau, onpegeneH ux
YpPOBEeHb A0CTyMNMa N BO3SMOXXHOCTU.

B UCNOH MAO «UMT» MOXKHO BblAENUTb CAeaytolwme rpynnbl NoAb30oBaTenen, y4yacTByOLWMX B 0b6paboTke U
XpaHeHuu MNAH:

- AamuHuctpartopa NCMNAH;
- AaMuHuUcTpaTopa 6e3onmacHoCTy;
- OnepaTopa APM;

[JaHHble o rpynnax no/ib3oBaTensx, YypoBHE UX A0CTYyNa U MHGOPMUPOBAHHOCTU AOIKEH bbITb OTpaXkeH B MaTpuue
[A0CTyna Nonb30oBaTenei K 3amiaembim MHGOPMALMOHHBIM pecypcam.



ApmuHucrpatop UCNAOH

AamunHuctpatop UCMNAH, cotpyaHuk MAO «LUMT», OTBETCTBEHHbIM 3@ HAaCTPOMKY, BHEAPEHME U COMPOBONKAEHME
MCNAH. ObecneumBaeT ¢YHKUMOHMPOBaHME noAacucTembl ynpasaeHua pgoctynom WMCMNAH v ynonHomoueH
OCYLLECTBAATb MPeAOCTaBAeHME W pa3rpaHMYeHMe [O0CTyna KOHeYyHoro nonb3osatena (Onepatopa APM) K
aNeMeHTaM, XPaHALLMM NepcoHanbHble AaHHbIE.

AgmuHunctpatop NCNAH obnapaet cnesyowmm ypoBHEM AOCTYNa U 3HAHUI:

- 06n1agaeT NofHOM UHPOPMALMEN O CUCTEMHOM M NPUKAALHOM NporpammHom obecneveHnn NCMAH;

- obnagaeT nonHoM MHopMaUmen o TEXHUYECKUX cpeacTBax U KoHourypaumm UCMOH;

- MMeeT JOCTYN KO BCEM TEXHMYECKUM cpeacTBam 06paboTkm nHbopmaumum u gavHoim UCMNAH;

- 06nagaeT npaBaMm KOHOUTYPUPOBAHUA M AAMUHUCTPATUBHOM HACTPOMKN TeXHUYecKkux cpeacts UCMAH.
ApMmunHUcTpaTop 6esonacHocTH

AamunHuctpatop 6esonacHocTH, coTpyaHuKk MAO «LUMT», oTBeTCcTBEeHHbIN 33 dyHKUMOHMpoBaHMe C3MOH, BKito4Yas
obcnyKMBaHME U HACTPOMKY aAMUHUCTPATUBHOM, CEPBEPHOMN U KIMEHTCKON KOMIMOHEHT.

AgMuHUCTpaTOp 6esonacHocTM ob1aaaeT cneayowmm YPOBHEM A0CTyNa U 3HaHUIA:

- obnagaet npasamu AgmuHuctpatopa NCMNAOH;

- obnagaet nosHon nHpopmaumeit 06 UCMAOH;

- MMmeeT AOCTYN K CpeAcTBam 3allmTbl MHGOPMALIMM U NPOTOKOIMPOBAHUA N K YaCTK KatoueBblx anemeHTos NCMOH;
AamuHUcTpaTop 6e30nacHOCTU YNOAHOMOYEH:

- peanun3oBblBaTb MNOAUTUKM 6e30MacHOCTM B 4YacTU HACTPolKkm CK3U, MerKceTeBblX 3KPAHOB W CUCTEM
0bHapy»KeHMA aTaK, B COOTBETCTBUM C KOTOPLIMM Nosib3oBaTesb (OnepaTtop APM) nosiydaeT BO3MOMKHOCTb paboTaTb
¢ anemeHTamu UCMOH;

- OCYLLEeCTBAATb ayAWUT CPeACTB 3aLnThl;
Onepatop APM

Onepatop APM, coTtpyaHuk MAO «LMT», ocywectenawowmin obpabotky MAH. O6paboTtka MNAH BKAlOYaET:
BO3MOXHOCTb npocmotpa MAOH, pydHol Beog MNAH B cuctemy UCMNOH, dopmmpoBaHMe CNpaBOK M OTYETOB MO
nHbopmauum, nonyvyeHHon wm3 WUCMA. Onepatop He WMMeeT MOAHOMOYMWA AONA YNpPaB/ieHMA NoAcUCTEMAMMU
06paboTkm aaHHbIX 1 C3MNAH.

Onepatop NCMOH obnagaet cneayowmm ypoBHEM A0CTYNA U 3HAHWN:

- 0bnagaeT BCeEMM HEOBXOAMMbIMM aTpUbyTamu (Hanpumep, Naposem), obecneunBatoLMMmM OCTYN K HEKOTOPOMY
nogmuoxxectsy MAH;

- pacnonaraet KOHCI)M,EI,eHLI,VIaﬂbeIMM AaHHbIMW, K KOTOPbIM UMEET A0CTYM.

5. TpeboBaHuA K nepcoHany no obecneueHuto sawmtbl NMOH

Bce cotpyaHuku MAO «LUMT», asnatowmeca nonb3osatenamu NUCIAH, 4ONKHBI YETKO 3HATb M CTPOro BbIMNONHATb
YCTaHOBAEHHbIE MPaBMAa M 00A33aHHOCTM MO AOCTYNY K 3alMliaembliM 0b6beKkTam M cobntogeHno NPUHATOro
perkmma 6esonacHoctu MAH.

an BCTYN/1€HUN B A0/1IXKHOCTb HOBOIO COTPYAHWUKA HeHOCpeACTBEHHbIVI Ha4da/ZibHUK noapa3geneHna, B KOTopoe OH
nocTtynaerT, 0b6A3aH OpraHM3oBaTb €ro oO3HaKom/ieHUe C AOI’])KHOCTHOIZ MHCTDYKLLMEVI n H606X0,D,MMbIMM



OOKYMeHTaMW, pernaMeHTUpylowmnmMmm TpebosBaHmna no 3awmTe MAH, a Takke obyyeHMe HaBblkaM BbINOJHEHUSA
npoueayp, HeobXoANMbIX AN CaHKLMOHMPOBaHHOIO ucnonb3osaHua NCMAOH.

CoTpyaHUK AoNKeH OblTb O3HAKOM/IEH CO CBeAEHUAMM HacToaweln MoNUTUKKM, NPUHATLIX Npoueayp paboTbl C
anemeHTamm UCNAH v C3MNAH.

CotpyaHukn MAO «UMT», ucnonb3ylowme TexHUYEeCKMe cpeacTBa ayTeHTUGUKAUMKU, OO0NXHbI obecneymBaTb
COXPaHHOCTb UAEHTUDUKATOPOB (3NEKTPOHHbIX KAtodei) n He aonyckate HCI K HMM, a Tak e BO3MOMKHOCTb MX
yTEePU WAN WCMONb30BAHUA TPEeTbUMM Auuamu. [onb30BaTeNM HecyT NepCoHasibHY0 OTBETCTBEHHOCTb 3a
COXPAHHOCTb UAEHTUPUKATOPOB.

CoTtpyaHukm MAO «LLMT» gonKHbl ciefoBaTb YCTaHOBNEHHbIM NpoLeAypamM NoaLepKaHna pexxnma 6esonacHocTH
MAH npy BbiGoOpe M UCNONb30BaHUK Naposient (ecM He UCNONb3YIOTCA TEXHUYECKUE CPeaCcTBa ayTEHTUDUKALMM).

CotpyaHukmn MAO «UMT» gomkHbl obecneuymBaTb Haanexkallyto 3awmty obopygoBaHuAa, ocTasnsemoro 6es
NpUcmoTpa, 0COBEHHO B TeX CNyYasx, Korda B NnoMellleHue MMelT A0CTYN NOCTOPOHHKWeE nuua. Bce nonb3osaTenu
OONXKHbI 3HaTb TpeboBaHMA no 6e3onacHoctu MNAH M npoueaypbl 3aWmUTbl 060pPYyAOBaHMA, OCTaBAEeHHOro b6es
NPUCMOTPA, a TaK»Ke cBoM 06A3aHHOCTM NO obecrneyeHnIo TakoM 3aLLUTbI.

CoTpyaHMKam 3anpeLlaeTca ycTaHaBAMBaATb MOCTOPOHHEE MnporpammHoe obecneyeHne, NOAKAOYATb JINYHbIE
MO6UAbHbIE YCTPOMUCTBA U HOCUTENN MHOOPMALLMK, @ TaK e 3aNnCbiBaTb Ha HUX 3aluMLLaemMyo MHGOPMaLMIO.

CoTpyaHMKam 3anpelLaeTca pasrawaTth 3almwaemyo MHGOPMaLUUIo, KOTOpasa CTasa UM M3BECTHA Npu paboTe ¢
MHPopMauMOoHHbIMKU cnuctemamm MAO «LUUMT», TpeTbnum nnuam.

Mpwu 3aBepeHnn pabotsl ¢ UCMNLOH coTpyaHUKM 0683aHbI 3aLWMTUTL APM MK TePMUHASbI C MOMOLLLIO 610KMPOBKM
K/H0YOM U/IN 3KBUBANEHTHOIO CPEACTBA KOHTPOAA, Hanpumep, A4OCTYMNOM M0 Napo/ito, eCn He UCMo/b3ytoTca 6osee
CU/IbHblE CPEACTBA 3aLUUTDI.

CoTtpyaHukn MAO «LUMT» gonxHbl 6bITb NponHGOPMUPOBaHbLI 06 yrpo3ax HapylleHuna pexknuma 6esonacHocTm MAH
M OTBETCTBEHHOCTM 3a ero HapyweHue. OHW [A0/MKHbI OblTb O3HAKOMJIEHbI C YTBEPXKAEHHON (GOpPMaNbHOWM
npoLeaypoi HaNOXeHNA AUCLUUNAMHAPHbIX B3bICKAHWUIA Ha COTPYAHMKOB, KOTOPbIE HAPYLUWAW NPUHATLIE NOAUTUKY
1 npoueaypbl 6esonacHocTv MAH.

CoTpyaHUKM o6s3aHbl 6e3 npomeasieHMA coobliaTtb 060 Bcex HabntogaemMbix UAM NOA03PUTENbHbIX CAy4YanX paboThbl
NCNAH, morywmx nosneyb 3a coboit yrposbl 6esonacHocTM M[H, a TakXe O BbIIBJAEHHbIX MMMU COObITUSAX,
3aTparuBatowmx 6esonacHoctb MAH, pyKOBOACTBY noApasfeneHus U fuly, OTBeyalolwemy 3a HemeasieHHoe
pearvpoBaHue Ha yrpo3bl 6esonacHoctu MAH.

6. JonKHocTHble 06s3aHHOCTM Nonb3oBaTtenen UCMNAH

[onKHOCTHble 06a3aHHOCTU Nonb3osaTteneit MCMNAH onncaHbl B CeayroWmX JOKYMEHTaXx:
- WHcTpyKuma agmuHuctpatopa NCMNAH;

- WMHcTpyKuua agmuHucTpaTopa 6esonacHocty UCMAOH;

- WHcTpyKuma nonb3osatena UCMOH;

- WHcTpyKuma nonb3osaTtens npu BO3HUKHOBEHMUM BHELUTATHbIX CUTYALLNiA;

7. OTBeTCTBEHHOCTb COTPYAHUKOB

B cootBeTcTBUM CcO CT. 24 PepepanbHOro 3akoHa Poccuitckon ®Pepepauum ot 27 mona 2006 r. Ne 152-93 «O
NepCcoHanbHbIX AaHHbIX» NULA, BUHOBHble B HapyweHun TpeboBaHWin aaHHoro denepasnbHOro 3aKoHa, HecyT
rPa)KAaHCKYO,  YrONOBHYIO,  aAMMHUCTPATUBHYO,  AUCUMUMNJAMHAPHYID M WHYI0  NpPeaycMOTPEeHHYyo
3aKoHoaaTenbcTBom Poccuiickoin Pegepaumm oTBETCTBEHHOCTD.

[LerictBytolee 3akoHoaaTenbcTBO PP nossonaeT npeabasaatb TpeboBaHMA No obecnevyeHmto 6esonacHoi paboTbl
C 3awmwaemon MHbopmaumen 1M nNpeaycmaTpmBaeT OTBETCTBEHHOCTb 33 HapylUeHWe YCTaHOBJIEHHbIX NpPaBuUa



aKcnayaTaumm 3BM M cucTem, HenpaBOMEPHbIM AOCTYN K WHPOpMaumu, ecnm 3T LeWCTBUA MPUBENU K
YHUUTOXKEHMUIO, 6IOKMPOBaHUIO, MOoANPUKALNM MHPOPMaLMKM AN HapyLeHUto paboTbl I9BM uam ceteit (ctaTtbm
272,273 1 274 YK PO).

AAMMHMCTpaTOp NUCNAH n AOMUHUCTPATOP 6esonacHocTH HECYT OTBETCTBEHHOCTb 3a BCe ,CI,EVICTBMFl, COBeEpLEHHbIE
OT UMEHU UX YHETHDbIX 3anuceit Uan CUCTEMHbIX YYETHbIX 33I'IVICEVI, €C/iIn He AOKa3aH d)aKT HeCaHKUMOHNPOBAHHOIO
MCNoO/1Ib30BaHNA YYETHbIX 3anucen.

Mpw HapyweHuAx cotpygHmkamm NAO «LUMT» — nonb3osaTenent UCMAH npaBun, ceA3aHHbIX ¢ 6e3onacHocTbio MH,
OHM HEeCyT OTBETCTBEHHOCTb, YCTAHOB/IEHHYIO AEUCTBYIOLLMM 3aKOHOAATeNbCTBOM Poccuiickoit depepauuu.

MpuBeaeHHble Bbile TpeboBaHMA HOPMATUBHbIX OKYMEHTOB MO 3aLmuTe MHPOPMaLMK A0/KHbI ObITb OTPaXKEHbI B
MonoxeHuax o nogpasgeneHmax NMAO «UMT», ocywecrenatowmx obpaborky MAH B UCMOH M AONKHOCTHbIX
MHCTPYKumAax coTpyaHukos MAO «LUMT».

Heobxoanmo BHecTu B MNonoxkeHua o nogpasgeneHmax NAO «LUMT», ocywecTteastowmx obpabotky NAH 8 MCAOH
cBefeHMA 06 OTBETCTBEHHOCTU WX PYKOBOAWUTENEN M COTPYAHWMKOB 3a pasrfalleHne M HeCaHKLMOHWPOBAHHYIO
mogmnduKaumio (MckaxkeHune, panbcuduraumio) MNAH, a TakKe 3a HENPaBOMEPHOE BMELIATENLCTBO B MPOLLECCHI UX
aBTOMATM3MpPOBAHHOMN 06PaboTKM.

8. CNUCOK UCNonb30BaHHbIX UCTOYHMUKOB

OCHOBHbIMW HOPMATMBHO-MPABOBbLIMM N METOOUYECKMMU AOKYMEHTAMM, Ha KOTOpbIX Gasmpyerca Hactosuas
MonuTuka, ABNAOTCA:

denepanbHbiit 3aKkoH oT 27.07.2006 1. Ne 152-®3 «O nepcoHanbHbIX AaHHbIX» (fanee — ®3 «O nepcoHabHbIX
[OaHHbIX»), YCTaHaBAMBAOWMMA OCHOBHble MPUHLUMNbLI UM ycnoBua obpaboTku [MH, npaBa, 06s3aHHOCTM WU
OTBETCTBEHHOCTb YYaCTHUKOB OTHOLLIEHWI, CBA3aHHbIX C 06paboTkon MAH.

«TpeboBaHMA K 3alLMTe NEPCOHAbHbIX AAHHbIX NPU X 06paboTKe B MHPOPMALMOHHBIX CUCTEMAX NEPCOHANbHbIX
DAHHbIX», yTBEpKAeHHOoe MNocTaHoBneHMem lMpasutenbctea PO o1 01.11.2012 r. Ne 1119.

«MonoxeHne 06 ocobeHHOCTAX 06PabOTKM NEPCOHANBHbIX AAHHbIX, OCYLLECTBAAEMOMN 6€3 NCNOb30BAHMA CPEACTB
aBTOMATM3aLMN», yTBEpPXKAEeHHOe [TocTaHoBNeHUeM MpasuTtenbctea PO ot 15.09.2008 r. Ne 687.

HopmaTtusHoO-meToauYecKkne AoKyMeHTbl deaepanbHON CAYKObl NO TEXHUYECKOMY WM 3KCMEPTHOMY KOHTPO/IO
Poccuitckoit depepaunn (panee - ®CTIK Poccun) no obecneyeHuto 6esonacHoctu MNAH npu nx obpaboTke B
NCNAH:

basoBaa moaenb yrpo3 6e30MacHOCTN NEPCOHA/bHBIX AaHHbIX NpU UX 06paboTKke B MHPOPMALIMOHHBIX CUCTEMAX
nepcoHanbHbIX AaHHbIX, YTB. 3am. anpekTopa PCTIK Poccnm 15.02.08 .

MeToanKa oLeHKM yrpo3 6esonacHocT MHopmauum, yTeep:aeHHas PCTIK Poccun 5 pespana 2021 roaa.

Mpukas OCTIK Poccum Ne 21 ot 18 despana 2013 roga «0O6 yrBeprkaeHun CoctaBa WM coaeprKaHus
OPraHM3aUMOHHbBIX M TEXHUYECKMX Mep No obecneyeHnto 6€30MacHOCTM NEPCOHANbHbIX AAHHbIX MPU MX 06paboTKe
B UHGOPMALMOHHBIX CUCTEMAX NEPCOHANbHbIX AAHHbIXY.

MpuKas deaepanbHoit cnyxbbl 6esonacHocTu Poccnitickoit Pegepaumm ot 10 nions 2014 r. N 378 «06 yTBepRAeHUM
CocTtaBa 1 coaepKaHUA OpPraHM3aLMOHHbIX U TEXHUYECKUX Mep Mo obecrneyeHnto 6e30NacHOCTM NepPCOHAsbHbIX
AaHHbIX Npy nx obpaboTke B MHOOPMALMOHHBIX CUCTEMAX MEPCOHANbHbIX AAHHbIX C UCMOb30BAHNEM CPeaCTB
KpunTtorpadmyeckon 3almtbl MHGopMaLMmM, HeEOBXOaMMbIX ONA BbINOJAHEHWUA YCTAHOBNEHHbIX MpPaBUTENbCTBOM
Poccuitickon  ®depepaumm TpeboBaHMI K 3alumMTe NEPCOHasbHbIX AaHHbIX A8 KaXKAOr0 W3  ypOBHel
3aLWMLLEHHOCTMY.



NonoxeHne 06 opraHusaumm wu obecneyeHun 6e30NaACHOCTM NEPCOHANbHLIX AaHHbIXB Ny6AMYHOM
aKUMOHepHOM obuecTBe «LleHTp meXxayHapoaHOi TOproBan»

OnpeaeneHuns
B HacToALeM AOKYMEHTE UCNOb3YIOTCA Ceaytolmne TepMUHbI U X onpeaeneHums.

ABTOMATU3NPOBAHHAA CMCTEMA — CUCTEMA, COCTOALLLAA M3 MepcoHana U KOMMIeKca CpeacTB aBTOMaTM3aumnm ero
[eATeNbHOCTU, peannsytowan MHPOPMaLNOHHYO TEXHONOMMIO BbINOJHEHMA YCTAaHOBAEHHbIX QYHKLUMNA.

AyTeHTUPUKaLMA OTNpaBUTENA [AaHHbIX — TMOATBEP)KAEHME TOro, YTO OTNPaBUTE/b MOJIYY4EHHbIX AaHHbIX
COOTBETCTBYET 3aAB/IEHHOMY.

be3onacHOCTb NepcoHanbHbIX AAHHbIX — COCTOAHME 3aALMLLEHHOCTM MEPCOHANbHbIX AAHHbIX, XapaKkTepusyemoe
CNOCOBHOCTLIO ﬂOﬂb3OBaTeﬂ6ﬁ, TEXHUNYECKUX Cpeacts wu MH(bOpMaLI,MOHHbIX TexHosiormn  obecneunTtb
KOHd)VIAeHLI,VIaIIbHOCTb, UENOCTHOCTb U AOOCTYNMHOCTb NEPCOHA/IbHbLIX AdaHHbIX MPUN KX 06p860TKe B Mchopma-
LLMOHHbIX CUCTEMAaX NEPCOHA/IbHbIX AaHHbIX.

BfoKMpoBaHME MEepPCOHaNbHbIX AAHHbIX — BPEMEHHOoe MpeKpaweHMe o06paboTKM MepcoHasbHbIX AaHHbIX (3a
WUCK/IIOYEHMEM C/lyYaeB, ecin 06paboTka Heobxoanma AN YTOUHEHWUS NEePCOHaNbHbIX AaHHbIX).

Bupyc (KOMMbIOTEPHbBIN, NPOrPaMMHbIA) — UCMOMHAEMbIM MPOrPaMMHbIN Ko, AN UHTEepnpeTupyemblii Habop
WMHCTPYKLMIA, 0bnasarowmii CBOMCTBAMM HECAHKLMOHMPOBAHHOIO PACMPOCTPAHEHUA M CaMOBOCMPOU3BEAEHMA.
Co3paHHble ayb6anKaTbl KOMNbBIOTEPHOTO BUPYCA HE BCeraa COBMAAAOT C OPUIMHAMIOM, HO COXPAHAIOT CNOCOBHOCTb
K JaNbHeNwemy pacnpoCcTpaHeHUI0 U CaMOBOCMPOU3BEAEHUIO.

BpeaoHocHaa nporpamma — nporpamma, npegHasHadeHHan A5 OCyLWeCcTBeHUA HeCaHKLMOHNPOBaHHOIo AocTyna
1 (Man) BO34EMNCTBMA HA NEPCOHAsIbHbIE AaHHbIE MK PecypCbl MHGOPMALMOHHOWM CUCTEMbI MEPCOHANbHbIX AaHHbIX.

BcnomoraTenbHble TeXHUYeCKMe CPpeacTBa U CUCTEMbI — TEXHUYECKME CPeaCTBa U CUCTEMBI, HE NpegHasHaYeHHble
ANA nepepaun, 06paboTKM U XpaHeHUA NepcoHasbHbIX AAHHbIX, YCTaHABIMBAEMbIE COBMECTHO C TEXHUYECKMMM
CpeacTBamMmn U CUCTEMAMM, NPeaHa3HauYeHHbIMM AN 06paboTKM NepPCOoHaNbHbIX AAHHbIX UAW B MOMELLEHUAX, B
KOTOPbIX YCTaHOBNAEHbI MHGOPMALMOHHbIE CUCTEMbI NEPCOHANbHbIX AaHHbIX.

[ocTyn B onepauyMoHHyto cpedy KomnbloTepa (MHPOPMALMOHHOW CUCTEMbI NEPCOHA/NbHbIX AaHHbIX) — NOAyYeHne
BO3MOMHOCTM 3amnycka Ha BbINO/MIHEHWE LWTATHbIX KOMaH4, OYHKUMIA, npouedyp OMepaLyoHHON CUCTEMBI
(YHMUTOXKEHMA, KONMPOBaHWA, NEPEMELLEHUA U T.N.), UCNOAHAEMbIX GaNNI0B NPUKNALHbIX NPOrPaMm.

[ocTyn K MHbOPMaLMM — BO3MOXKHOCTb NOAYYEHUA MHPOPMALLMKN U €€ UCMO/Ib30BaHKS.

3aKNafo4HOE YCTPOMCTBO — 31EMEHT CPeacTBa Cbema MHOOPMaLMK, CKPLITHO BHEAPAEMbIN (3aKnaabiBaemblit Uan
BHOCMMbIIA) B MECTa BO3MOXKHOIO Cbema MHGOPMaLMM (B TOM YMC/IE B OrpaskaeHue, KOHCTPYKUMio, 06opyaoBaHme,
npeametbl MHTepbepa, TPAHCMOPTHble CPeACTBa, a TaKKe B TEeXHUMYECKMe cpeacTsa M cucTeMbl 06paboTKM
UHbOpMauun).

3awmuwaeman nHpopmauma — MHGopmMmaLumsa, SBAAOWAACA NPegMETOM COBCTBEHHOCTM U MOANENKALLAA 3amTe B
COOTBETCTBUM C TPeOOBaHUAMM NPABOBbLIX AOKYMEHTOB UAN TPeboBaAHUAMM, YCTaHABIMBAaEMbIMU COOCTBEHHUKOM
nHpopmaumun.

NoeHTuduKauma — npucBoeHne cybbekTam M ob6beKkTam f[ocTyna wuaeHTuouKaTopa M (Mam) cpaBHeHue
npeabABAAEMOro NAeHTMOUKATOPa C NepeyHem NPUCBOEHHbIX NAEHTUDUKATOPOB.

NHPOPMATUBHbLIM CUrHAN — 3NEKTPUYECKME CUTHA/bI, aKyCTUYECKME, INEKTPOMarHUTHble U apyrne ¢usmyeckue
noAs, No NapameTpPam KOTOPbIX MOMKET BbITb pacKpbiTa KOHOUAEHUMaNbHAA MHGOpMaUMA (NepcoHanbHble AaHHble)
obpabaTbiBaemasn B UHGOPMALMOHHOMN CUCTEME MEPCOHANbHbIX AAHHBIX.

NHPOpPMaLMOHHbIE TEXHOIOMMM — MPOLLECChl, MeToAbl NMoucka, cbopa, xpaHeHUs, 06paboTKkK, NpeaocTasieHus,
pacnpocTpaHeHna MHpopmaLMm U cnocobbl OCYLLECTBAEHMA TaKUX NPOLLECCOB U METOA0B.



NHpopmaumnoHHasa cuctema nepcoHanbHbIX AaHHbIX (MCMAH) — COBOKYNHOCTb cogeprKawmxca B 6asax AaHHbIX
NepcoHanbHbIX AaHHbIX U 0becneymBatoLmx Nx 06paboTKy MHPOPMALIMOHHBIX TEXHONOTUI U TEXHUYECKUX CPeaCTB.

Mcnonb3oBaHWe MepcoHasibHbIX AaHHbIX — AeNCTBUS (onepauuu) C NepcoHasibHbIMMU AaHHbIMKM, COBEpLUAEMblE
onepaTopomM B LENAX MNPUHATUSA PELUEHUA WKW COBEPLUEHUA WHbIX OAEUCTBUN, MOPONKAOAIOWMX OpUaMYecKue
nocneacTBuA B OTHOLWEHMW CybbekTa NepcoHaNbHbIX AAHHbIX WAW  APYIUX UL MO0 WMHbIM 0bpasom
3aTparvBatoLWmx npasa U cBoboabl CybbeKkTa NepcoHanbHbIX AaHHbIX UAW APYTUX NL,.

NcTouHMK yrpo3sbl 6e3onacHoCTM MHPopmaumMm — cybbekT AoCTyna, maTtepuanbHbll 00BEKT unm dusmnyeckoe
ABNEHMe, ABNAIOWMECA NPUYNHON BOSHUKHOBEHMA Yrpo3bl 6e30nacHOCTM MHOopMaLUUK.

KoHTponnpyemas 30Ha — NPOCTPaHCTBO (TeppuUTopmA, 34aHNe, YacTb 3[4aHNA, MOMELLEHUE), B KOTOPOM UCK/IIOHEHO
HEKOHTPONMPYeMoe npebbiBaHMe NOCTOPOHHMX NINLL, @ TaKXKe TPAHCMOPTHBIX, TEXHUYECKMX U MHbIX MaTepuasbHbIX
cpeacTs.

KoHbuMaeHUManbHOCTb MEPCOHaNbHbIX AaHHbIX — obA3aTenbHoe AnA cobsogeHUs onepaTopoM WU UHbIM
NONYYMBLUMM AOCTYN K NEepCcoHaNbHbIM AaHHbIM /MUOM TpeboBaHMe He AOoMNyCcKaTb MX pacrnpocTpaHeHue 6es
cornacus cybbeKTa nepcoHanbHbIX AaHHbIX UM HAJIMYMA MHOFO 3aKOHHOMO OCHOBaHMUS.

MexKceTeBOW 3KpaH — JIOKasibHOE (O4HOKOMMOHEHTHOE) Man yHKLMOHaIbHO-pacnpesesieHHoe NporpaMmHoe
(nporpammHo-annapatHoe) CPeacTBO (KOMMAEKC), peanusytowee KOHTPOAb 3a MHPOpMaLMen, NOCTynatowen B
MHDOPMALMOHHYIO CUCTEMY NEPCOHANbHBIX AaHHbIX U (MAK) BbixogAaLLel n3 MHGOPMaLMOHHOM CUCTEMBI.

HapylwuTtenb 6e30MacHOCTM MepCcoHabHbIX AaHHbIX — (GU3NYECKoe AWNLO, CAyYalHO MAW npeAHamMepeHHOo
coBepLlialoLlee AeNCTBMA, CNeACTBMEM KOTOPbIX ABNAETCA HapyleHne 6€30NacHOCTM NePCoHasibHbIX AAHHbIX NPU
nx 06paboTKe TEXHNYECKUMM CpeacTBaMM B UHGOPMALMOHHbIX CUCTEMAX NepPCcoHaAbHbIX AaHHbIX.

HeaBTomaTnanpoBaHHasa 06paboTKa NepcoHanbHbIX AaHHbIX — 06paboTKa NepCcoHasIbHbIX AAaHHbIX, COAEPIKALLMXCA
B WHPOPMALMOHHOW CUCTEME MNEPCOHANbHbIX AaHHbIX NUMB0 M3BAEUYEHHbIX M3 TaKOW CUCTEMbl, CYUTaeTcA
OCyLLEeCTBNEHHOW 6€e3 MCNOob30BaHUA CPeACTB aBTOMaTU3aLMKN (HeEaBTOMATU3UPOBAHHOM), eC/TM Takue AencTBuA C
NepcoHanbHbIMU AaHHbIMU, KaK MCNO/b30BaHME, YTOUHEHME, PacnpOCTPaHeHUe, YHUUTOXEHME NePCOHabHbIX
OaHHbIX B OTHOLLEHWUW KaXXA0ro U3 cybbeKToB NepcoHasibHbIX AaHHbIX, OCYLLECTBAAIOTCA NPU HenocpeacTBEHHOM
y4yacTuuM YesioBeKa.

HepeknapupoBaHHble BO3MOMXHOCTU — QYHKLMOHAbHbIE BO3MOMKHOCTU CPeACTB BblMMCAUTENbHON TEXHUKU, He
OMUCaHHbIE MW He COOTBETCTBYIOLWME OMWCAHHbIM B AOKYMEHTaUMM, NPU MCMOb30BaHUMU KOTOPbIX BO3MOMKHO
HapyLlleHMe KOHPUAEHUNANbHOCTM, AOCTYNHOCTU UAU LENOCTHOCTU 06pabaTbiBaemMol MHGOpMaLUK.

HecaHKUMOHMPOBAHHbIN A0CTYN (HECAaHKLMOHMPOBaHHbIe AeNCTBUA) — AOCTYN K MHOOPMaLUN UAKM OAEWACTBUSA C
MHbOPMaUmen, Hapylwalowmne npaBuna pasrpaHnyeHna  [ocTyna C  MCNOb30BaHMEM LITATHbIX CPeACTB,
npeaocTaBaseMbiX MHGOPMALNOHHBIMW CUCTEMAMM NEPCOHANbHbIX SAHHbIX.

Hocutenb MHbopmaLmmn — GU3NYECKOE ANLLO MAN MaTepuabHbIi 06BEKT, B TOM Uncne Gpusndeckoe nose, B KOTOPOM
MHPOpPMaLMA HAXOOUT CBOE OTpParKeHVMEe B BUAE CMMBOJIOB, 006Pa30B, CUIrHANOB, TEXHWYECKUX PELUEHWUIA U
NPOLLECCOB, KOIMYECTBEHHbIX XapaKTEPUCTMK GPU3NUYECKUX BEANUMH.

Ob6e3nmunBaHue NepCoOHaIbHbIX OadHHbIX — AEVICTBMH, B pe3ynabrate KOTOPbIX CTaHOBUTCA HEBO3MOXHbIM 6es
MCNo/1b30BaHUA AOI‘IOHHMTe}'IbHOﬁ MHd)OpMaLI,VIM onpeaenntb NPUHaAONEXHOCTb NEePCOHaNIbHbIX AdHHbIX
KOHKpPETHOMY CYG'bEKTy NepCoHaibHbIX AaHHbIX.

O6paboTKa nepcoHanbHbIX AaHHbIX — N0boe aelcTeue (onepauma) UAM COBOKYMHOCTb AelcTBUIA (onepauuii),
COBEpLIAEMbIX C WCMOMb30BaHWEM CPeACTB aBTOMATM3aUMM WAM 6e3 MCNONb30BaHUA TaKUX CPeacTs C
NepcoHanbHbIMU AaHHbLIMW, BKAOYaa cbop, 3anmMcb, CUCTEMATU3aUMIO, HAKOMEHWE, XPaHeHWe, YTOUYHeHue
(oBbHOBNEHNE, WM3MEHEHME), WM3BNEYEHMEe, MCMO/Ab30BaHWe, nepegady (pacnpocTpaHeHWe, nNpeaoCTaB/ieHUe,
AocTyn), obesnnumBaHue, 61O0KMPOBaHUE, yaaNeHNE, YHUUTOXKEHNE NEPCOHA/bHbIX AAHHbIX.



ObuienocTynHble MepcoHasibHble AaHHble — NepcoHasibHble AaHHble, AOCTYN HEOrpaHWYEHHOro Kpyra auuy K
KOTOPbIM MpPefoCTaBNeH C COMacus CcybbeKTa NepcoHasibHbIX AAHHbIX WAM HA KOTOpble B COOTBETCTBMM C
denepanbHbIMM 3aKOHaMM He pacnpocTpaHsaeTca TpebosaHue cobaoaeHUA KOHPUAEHLMANbHOCTH.

Onepatop (NepcoHanbHbIX AAHHbIX) — TOCYAAPCTBEHHbIM OpraH, MyHUUMNAAbHbIA OpraH, HPUANYECKOE WU
du13nyecKoe ML, CAMOCTOATENIbHO UM COBMECTHO C APYrMMM IMLLAMM OpraHusytowme 1 (Man) ocyecTeasiowme
06paboTKy NepCcoHaNbHbIX AAHHbIX, @ TaKKe onpeaenslowme Lenm o6paboTKM NepcoHanbHbIX AaHHbIX, COCTaB
NMepCcoHanbHbIX AAHHbLIX, NoAfexawmx obpaboTke, AeicTBuA (onepauuu), coBepllaemble C NEpPCOHaNbHbIMU
AaHHbIMU.

TexHW4ecKne cpeacTsa MHPOPMALMOHHOW CUCTEMbI MEPCOHA/IbHbIX AAaHHbIX — CPeACTBA BbIYMCNTENbHOM TEXHUKN,
NHPOPMaLMOHHO-BbIYUCUTEIbHBIE KOMMNJIEKCHI U CETU, CPEACTBA M CUCTEMBI Nepeaayn, npuema v obpabotkm NAH
(cpeactBa M cucTemMbl 3BYKO3anucK, 3ByKOYCUIEHWUA, 3BYKOBOCNPOM3BEAEHWA, NEePeroBopHble U TeNEBU3UOHHbIE
YCTPOWCTBA, CPeACcTBa M3rOTOB/EHUSA, TUPAXKMPOBAHNA LOKYMEHTOB U ApyrMe TeEXHUYECKMe cpeactsa obpaboTku
peuyeBoi, rpaduyeckoi, BUAEO- U BykBEHHO-LMOPOBON MHPOPMALMM), NPOrPaMMHbIe CpeacTBa (onepaunoHHble
CUCTEMbI, CUCTEMbl ynpasBiaeHusa 6asamu AaHHbIX U T.M.), CPeACTBa 3aWmTbl MHGOPMALMU, NMPUMEHSAEMbIE B
MHDOPMALMNOHHbBIX CUCTEMAX.

MepexsaT (MHbOPMaLMM) — HENPaBOMEPHOE NoyYeHne MHGOPMaLMK C UCNOIb30BaHMEM TEXHUYECKOTo CPeaCcTBa,
ocyLwecTBAstoLEero obHapykeHue, npuem 1 06paboTKy MHPOPMATUBHBIX CUFHANOB.

MepcoHanbHble AaHHble — nob6as MHbOPMALMA, OTHOCALLAACA K NPAMO WMAM KOCBEHHO OMpedesieHHOMY WK
onpegenaemomy Gmanyeckomy amuy (CybbeKTy nepcoHanbHbIX AaHHbIX);

MobouHble 3/IEKTPOMArH1UTHble n3ny4yeHMA U HaBOAKU — INEKTPOMaArHUTHble U3ny4yeHnAa TeXxHU4eCKux cpeacts
06pa6OTKVI 3aIJ.I,VILLI,aeMOI\;1 MH(I)OpMaLI,MM, BO3HUKAOWMNE KaK noboyHoe ABNEHUE U Bbi3BaHHble I/IEKTPUYECKMMU
CUTrHanamu, AEVICTByPOLLI,VIMVI B UX SNEKTPUYECKUX N MalrHUTHbLIX LLenAX, a TakKXe 3/1eKTPOMardHnTHble HaBOAKU 3TUX
CUrHanoB Ha TOKonposogAllne TIMHUN, KOHCTPYKUUNU U LLenn NUTaHUA.

MoNUTMKA «YMUCTOTO CTOMIa» — KOMIJIEKC OPraHU3aLMOHHbIX MEepPONpPUATUI, KOHTPOAUPYIOWMX OTCYTCTBUE
3anmncbiBaHMA Ha ByMarkHble HOCUTENM KAtlodel 1 aTpnbyToB AocTyna (naponei) n xpaHeHna nux B6ansmM o6beKToB
Aoctyna.

Monb3oBaTeNnb MHGOPMALMOHHOW CUCTEMbI MEPCOHANbHBIX AAaHHbIX — ML, yYacTBytowee B GpYHKLMOHMPOBAHUK
MHOOPMALMOHHOWN CUCTEMbI NEPCOHANbHBIX AAHHbIX UAW UCMOb3YIOLLEE Pe3ynbTaTbl ee GYHKLMOHUPOBAHMA.

MpaBuaa pasrpaHnYeHnA A0CTyNa — COBOKYMHOCTb NPaBWA, PeraMeHTUPYOWMX NpaBa A0CTyNa Cy6bekToB 4ocTyna
K 06beKTam gocTtyna.

MporpammHas 3aknagka — Ko, Nporpammbl, npegHaMepeHHO BHECEHHbIM B NPOrpammy C LeNblo OCYLLEeCTBUTb
YTEUKY, U3MEHUTb, BIOKMPOBATH, YHUUTOXKUTL MHOOPMALMIO U YHUUTOXRUTL U MOAMOULMPOBATL NPOrPamMMHOE
obecneyeHne MHGOPMALMOHHON CUCTEMbI NEPCOHANbHBIX AaHHbIX U (MAK) 61OKMpPOBaTb annapaTHble CpeacTBa.

MporpammHoe (NpPorpammHO-maTeMaTUYECKOE) BO3AENCTBME — HECAHKLMOHUPOBAHHOE BO3AENCTBME HA pecypcsl
aBTOMATU3MPOBAHHON WHPOPMALMOHHOM CUCTEMbI, OCYLLECTBNIAEMOE C WCMOAb30BaHMEM BPEAOHOCHbIX
nporpamm.

PackpbiTve nepcoHasbHbIX AaHHbIX — YMbIWAEHHOE WAN cnyqaﬁHoe HapyuweHue KOHd)MAeHLJ,MaﬂbHOCTM
NepCoHa/bHbIX AaHHbIX.

PacnpocTpaHeHne NepcoHasbHbIX AaHHbIX — AEMCTBMA, HamnpaB/ieHHble Ha PACKPbITUE MepPCOHasbHbIX AAHHbIX
HeonpegeneHHoOMy Kpyry uLL.

Pecypc MHGOPMAUMOHHON CUCTEMbI — MMEHOBAHHbIA 3/1EMEHT CUCTEMHOro, MPUKNAAHOIMO MAW annapaTHOro
obecneyeHns GyHKUMOHMPOBAHNA MHGOPMALNOHHOM CUCTEMBI.

CneumanbHble KaTeropumun nepCoHanbHbIX AaHHbIX— NEePCOHa/IbHblE AaHHbIE, KaCcalowmneca pacoaoﬁ, HaLI,MOHaI'IbHOlZ
NPUHaANEXHOCTU, NO/IUTUYECKUX B3MNALOB, PENUTUO3HbIX NN d)MﬂOCOCbCKVIX YGG)K,D,EHVII\;I, COCTOAHMA 300P0BbA U
MHTUMHOWM XU3HU CY6'bEKTa NnepcoHa/ibHbIX AaHHbIX.



CPEACTBa BbIYUCANUTENBHON TEXHUKUN — COBOKYMHOCTb NPOrpaMmMHbIX N TEXHUYECKUX SINEMEHTOB CUCTEM O6pa6OTKM
AaHHbIX, CNOCOGHbIX d)YHKLI,VIOHVIDOBaTb CaMOCTOATENBbHO U1 B COCTaBe APYyrnx CUCTeMm.

CybbekT pgocTyna (cybbekT) — /AMUo MAW MpPOLEecc, LEWCTBUA KOTOPOro pPersameHTUpYoTCA MpaBuaamu
pasrpaHMYyeHuns gocTyna.

TexHWYeCcKUii KaHan yTeuykn MHOOPMaLMM — COBOKYMHOCTb Hocutens uHdopmauum (cpeactsa obpaboTku),
dum3mnyeckon cpesbl pacnpocTpaHeHMA MHPOPMATUBHOIO CUFHANA U CPEACTB, KOTOPbIMKM A06bIBAETCA 3aLLMLLaemasn
nHbopmaums.

TpaHcrpaHMyHana nepefada NepcoHafbHbIX AaHHbIX — Mepedada NepcoHasbHbIX AaHHbLIX OMepaTopom 4vepes
focymapcTBEHHYIO rpaHuLy Poccuiickon Pegepaumm opraHy BAacTM MHOCTPAHHOTO rocyAapcTea, GU3nyYeckomy uam
IOPUANYECKOMY /IMLY MHOCTPAHHOTO rocyZapcTBa.

Yrpo3sbl 6e30nNacHOCTU NEepCcoHasbHbIX AAHHbIX — COBOKYMHOCTb YCN0BMIA U paKTOpOB, CO34alOLLMX OMACHOCTb
HECaHKUMOHMPOBAHHOTO, B TOM YMC/E C/ly4alHOro, AOCTyNa K MepCoHasibHbIM AaHHbIM, Pe3ynbTaToM KOTOpPOro
MOXET CTaTb YHUUTOXKEHME, USMEHEHWNE, B/IOKMPOBaAHMNE, KONMPOBAHME, PAaCNPOCTPAHEHWE NEPCOHA/bHbBIX AAHHbIX,
a TaK¥Ke MHbIX HECAaHKLUNOHMPOBAHHbIX AeACTBMIA Npu X 06paboTke B MHGOPMALMOHHOM CUCTEME NEPCOHANbHbIX
OAHHbIX.

YHWUTOMKEHNE NepcoHaNbHbIX AaHHbIX — AEACTBUA, B pe3y/ibTaTe KOTOPbIX CTAHOBUTCA HEBO3MOXHbIM BOCCTaHOBUTb
cofiepraHne NepcoHanbHbIX AaHHbIX B MHGOPMALMOHHOW CUCTEME MEPCOHabHbIX AaHHbIX U (MaK) B pesyibrate
KOTOPbIX YHUUTOXKAIOTCA MaTepunaibHble HOCUTENN NePCOHabHbIX AaHHbIX.

YTeuka (3awmwaemont) nHGoOpMauMM MO TEXHUYECKMM KaHaNamM — HEKOHTPO/IMPyeMOe pacnpocTpaHeHue
MHPOPMaLMKN OT HOCMTENA 3alLMLLIAEMON MHPOPMaLMK Yepe3 GpU3MYECKYIO cpedy A0 TEXHUMYECKOro CpeacTBa,
OCYLLECTBAAIOLLErO NepexsaT MHGopMaLmN.

Ya3BMMOCTb — €n1abocTb B CPeAcTBax 3allMTbl, KOTOPYD MOXHO WMCMOAb30BaTbh ANA HaPYLIEHUS CUCTEMbI UK
coaepKallenca B Heli UHopmaLUN.

LlenoctHocTb MHpOpMauum — cnocobHOCTb CPeacTBa BbIYUCAWUTENBHOW TEXHWUKWU MAW aBTOMATU3MPOBAHHOWM
cucTembl obecneymBatb HEU3MEHHOCTb MHGOPMALMKM B YCAOBMAX CAydYaHOTO W/MaM npegsHamepeHHOro
UCKaXKeHuA (paspyLweHuns).

0O603Ha4YeHMs 1 CoOKpaLleHUA

ABC — aHTMBUPYCHble cpeacTBa

APM — aBTOMaTU3NpPOBaHHOE paboyee mMecTo

BTCC — BcnomoraTesibHble TeXHUYEeCKue cpeactsa U CUCTEMbI
NCNAH — nHOPMaLMOHHAA cUCTEMA NEPCOHANbHbIX AaHHbIX
MNB — nHpopmaumoHHas 6e3onacHoOCTb

K3 — KoHTpoAuMpyemas 30Ha

J1BC — noKanbHasA BblMUCAUTENIbHAA CETb

M3 — mexKceTeBOM 3KpaH

HC/A — HecaHKUMOHMPOBaHHbIN AOCTYN

OC - onepaunoHHasA cucTema

MNAH — nepcoHanbHble AaHHble

MVIB — nporpaMmHoO-MaTemMaTUYE€CKOe BO3AENCTBME

MO — nporpammHoe obecneyeHue



M3MMUH — no6oYHble 3N1EKTPOMArHUTHbIE U31YYEHUA N HABOAKM
CA3 — cuctema aHanM3a 3alULLLEHHOCTHU

C3U — cpepacTBa 3awmTbl UHGOPMaLUK

C3MNA4H — cuctema (noacmctema) 3alLMTbl NEPCOHA/bHbIX AaHHbIX
COB — cuctema 0H6HApYKEHMA BTOPKEHN

TKYW — TexHM4YecKmne KaHanbl yTeukn nHGopmaumm

YBNAH — yrpo3bl 6€30MacHOCTM NePCOHaNbHbIX AaHHbIX
BeegeHue

HacTosawee MonoxeHne o6 opraHusaummn n obecnedyeHnn 6e30nNacHOCTU NEPCOHA/bHbBIX AAHHbLIX B NyH6ANYHOM
aKkuMoHepHom obuwectBe «LleHTp merKayHapoaHon Toproeaun» (manee no Tekcty — MAO «UMT»), sBnaetca
odnUMaNbHbIM AOKYMEHTOM, B KOTOPOM OMpefeneHa cuctema B3ragoB Ha obecnedyeHue MHPOPMaLMOHHOM
6e3onacHocty MAO «LIMT».

HeobxoanmocTtb paspaboTku MonoxeHna obycnoBneHa CTPemMUTENbHbIM pacmnpeHnem chepbl NpPUMeEHeHUA
HOBENLWNX MHPOPMALMOHHBIX TexHOMOrMI U npoueccoB B MAO «LUMT», npu 06paboTke nHbopmaLmmn BoobLe, 1
NepcoHaNbHbIX AaHHbIX (MAH) B yacTHOCTHU.

Hactosuee MNonoxeHne onpeaenset OCHOBHbIE LEnu 1 3aJa4u, a TakKe obLLyo cTpaTerMio NOCTPOEHUA CUCTEMBI
3aLMUTbI NEPCOHaNbHbIX AaHHbIX (C3MAH) MAO «LUMT». MonoxeHne onpeaenaet OCHOBHble TpeboBaHWA U 6a3oBble
noaxoAbl K UX peanusaumu, ans AoCTUKeHUA Tpebyemoro yposHA 6e3onacHocTM MHGopmaLmu.

MonoxeHne paspaboTaHO B COOTBETCTBMM C CUCTEMHbIM NOAXOAOM K obecneyeHnto WMHOGOPMALMOHHOWN
6e3onacHocTM. CMCTEMHbIM MoAxod MpeanosaraeT MpPoBeAeHME KOMMJIEKCa MEPOMNPUATUI, BKAHOUAIOLLMX
nccnegoBaHuMe yrpos MHOOPMaLMOHHOW 6e30nacHOCTM M pa3paboTky cucTembl 3awwmTbl MAH, € nosvuuu
KOMMM/IEKCHOIO NPUMEHEHWNA TEXHUYECKMX M OPraHM3aLMOHHbIX MEpP M CPEACTB 3aLuUTbl.

Moa wHbOpMauMoHHOM 6e3onacHocTbio [MMAH NOHMMAETCA 3aLWMLEHHOCTb MEPCOHANbHbIX AaHHbIX U
obpabatbiBatowLeit nx MHGPACTPYKTYpe OT NoObIX CAyYalHbIX MAW 3/I0HAMEpPEHHbIX BO3LAENCTBUI, pe3ybTaTom
KOTOPbIX MOMET ABUTbCA HaHeceHue yuwepba camoit nHbopmaumu, ee Bnagenbuam (cybvektam MAH) nau
MHPpacTpyKType. 3agaunm MHGOPMALMOHHON 6e30MacHOCTU CBOAATCA K MUHMMM3AUMK yuwepba OT BO3MOMKHOM
peanusaumm yrpo3s 6esonacHoct NAH, a Tak»Ke K MPOrHO3MPOBAHUIO M NPeaOTBPALLEHMIO TAKUX BO3AENCTBUNA.

MonoxeHune cy*KUT OCHOBOW A1A Pa3paboTKM KOMNeKca OpraHM3aLMOHHBIX U TEXHUYECKUX mep no obecneyeHunto
nHdopmaumoHHon 6HesonacHoctn [MAO «LMT», a TaK¥e HOPMATUBHbIX M METOANYECKMX [AOKYMEHTOB,
obecneymBaoWMX ee peannsaumio, U He NpeanonaraeT NogMeHbl GyHKUUIA rocyAapCcTBEHHbIX OPraHOB BAACTH
Poccuiickoii ®epepaumm, oTBevaoWwmx 3a obecnevyeHne 6e30nacHOCTY UHPOPMALMOHHBIX TEXHONOTUI U 3aLLNUTY
nHpopmaumun.

MNonoxxeHune AsnaeTca METOAOHOFquCKOVI OCHOBOIA ana:

e dopmMpoBaHUA U NPOBeAeHUA eMHON NOAUTUKK B obnacTu obecneyeHns 6esonacHoctn NAH B UCMNAH NAO
«UMT»;

* NPUHATUA YNPaBJEHYECKMX PeLLeHWM U Pa3paboTKM MPaKTUYECKUX Mep MO BOMIOLWEHUIO NOAUTUKM 6E30MacHOCTH
MOH W BbIPAabOTKM  KOMMJIEKCA, COMIACOBAaHHbIX Mep HOPMATUBHO-NMPABOBOrO, TEXHO/IOTMYECKOTO MU
OPraHM3aUMOHHO-TEXHMYECKOTO XapaKTepa, Hanpas/ieHHbIX Ha BbiABAEHWE, OTPa’KEHWEe W NUKBUMAAUUIO
NnocneacTBuiA peannsaumm pasanyHbix BUAoB yrpos MAaH;

® KOOPAMHAUNM AeATeNbHOCTM CTPYKTYPHbIX noapasaeneHnin NAO «LUMT» npu nposeaeHUM paboT No pa3BUTUIO U
akcnnyatauum UCMAOH c cobntogeHnem TpeboBaHMii obecneyveHuns 6esonacHocty MNAH;



* pa3paboTKM NpeanoKeHnin No CoOBEepPLIEHCTBOBAHMIO MPaBOBOro, HOPMATUBHOIO, METOAMYECKOTO, TEXHUYECKOTO
W opraHm3aumMoHHoro obecneyeHus 6esonacHoctu MAH B UCNAH MAO «LUMT».

MNpaBoBoi 6asoM AnA pas3spaboTKM HACTOALWEro MONOXEHWUS CAyXKaT TpeboBaHWA aeincTBylowux B Poccum
3aKOHOZATE/IbHbIX M HOPMATUBHbIX AOKYMEHTOB Mo obecneyeHnto 6esonacHoct NAH.

1 O6wwme nonoxeHus

C3MNAH npeactaBnseT cobol COBOKYNMHOCTb OPraHU3aLUMOHHbIX U TEXHUYECKUX MeponpuaTuii ansa 3awmtel MNAH oT
HEenpaBOMEPHOro WM CAYY4aMHOro AOCTyna K HUM, YHUUTOXKEHUS, U3MeHeHUs, 6JIOKMPOBaHUSA, KONMPOBaHUSA,
pacnpocTpaHeHus MOH, a TaKKe UHbIX HEMPAaBOMEPHbIX AENCTBUIA C HUMMN.

be3onacHOCTb NepPCoHaNbHbIX AaHHbIX AOCTUraeTca NyTem UCKAUYEHUA HeCaHKUMOHWPOBAHHOIO, B TOM 4ucae
CAy4YaiiHOro, I0CTyna K nepcoHasbHbIM AaHHbIM, Pe3y/ibTaTOM KOTOPOrO MOMET CTaTb YHUUTOXEHNE, USMEHEHUE,
610KMpoBaHMeE, KONNPOBaHME, PacnpoCcTpaHeHne NepPCcoHasbHbIX AaHHbIX, @ TaKXKe UHbIX HECAaHKLMOHNUPOBAHHbIX
AencTBui.

CTpyKTypa, cOCTaB M OCHOBHbIE PYHKLMN TEXHNYECKUX U OPraHU3auMOHHbIX meponpuatuii C3MNAH onpeaenstoTca
nUcxoas W3 ypoBHA 3awmuieHHoctu (Knacca) WMCMAH, ycTaHOBAEHHOrO B COOTBETCTBUM C TpeboBaHUAMMU
NMocTtaHoBNEHMA MpasutenbcTea Ne 1119
oT 1 Hoabps 2012 r., npmkasza PCTIK Poccum Ne 17 ot 11 deBpans 2013 r., npukasza PCTIK Poccum Ne 21 ot 18
despans 2013 r., a TakKe B COOTBETCTBMW C TpeboBaHuaAMM [ocTaHoBAeHMA [lpaButenbctsa Poccuiickoi
depepaummn No 687 «0O6 yTBep:kaeHUU [lonoXKeHUs 06 ocobeHHOCTAX 06paboTKM MNepcoHasbHbIX AAHHbIX,
ocyuwiecteasemolt 6e3 ncnonb3oBaHUA CpeacTB aBTOMaTM3aLMMY.

C3MNAH BKAOYAET OpraHM3aLMOHHbIE Mepbl M TEXHMYECKMEe cpeacTBa 3awmTbl MHPopmaumm (B ToM uucne
WwndpoBsabHble (KpunTorpaduyeckme) cpeacrsa, CpeacTsa NpeaoTBpalleHna HeCaHKLMOHUPOBaHHOro A0CTyna,
yTeukn uHbOPMaUMM MO TEXHWYECKMM KaHanam, MpPOorpaMmMHO-TEXHUYECKMX BO3AEWCTBUIA Ha TeXHUYecKue
cpeactBa 06paboTku MOH), a TakKe UCNoNb3yemble B MUHPOPMALMOHHOM cucTeme MHPOPMALMOHHbIE TEXHONOTUN.

3TK Mmepbl NpU3BaHbl 06ecneynTb:
® KOHOUAEHUNANBHOCTb UHDOPMaLUK (3aLLMTa OT HECAHKLMOHMPOBAHHOTO O3HAKOM/IEHUSA);

® LeNOCTHOCTb WHPOpPMaUUKM (aKTyanbHOCTb U HENPOTUBOPEYMBOCTL MHbOPMALMK, ee 3alUWEHHOCTb OT
paspyLUeHNs U HECAaHKLMOHWPOBAHHOTO U3MEHEHUS);

® [OCTYMHOCTb MHPOpMaLMn (BO3MOMKHOCTb 33 NPUEMIEMOE BPEMs MOay4nTb Tpebyemyio MHOOPMAaLMOHHYIO
yeayry).

Cragum cospganma C3MAH BKAKOYAIOT:

* npeanpoeKkTHasa CcTaausA, BKAOYalowas npeanpoekTHoe obcnegosaHne WCTAH, pa3paboTKy TexXHWUYECKoro
(4acTHOro TeXHMYECKOro) 3a4aHnA Ha ee Co3AaHue;

® CTaauA NPOEKTMPOBaHMA (Pa3paboTKM NPOEKTOB) M peannsaunm mep 3awwmTbl C3MNAH;

e cTagusa BBOAA B AeictBne C3MAH, BKAKOYAIOWAA OMbITHYIO 3KCM/yaTaLMIO U MPUEMO-CAATOUYHbIE UCMbITaHWA
CpeAacTs 3aWmThl HPOPMaLMK, a TaKKe oLeHKy cootBeTcTeua C3MAH TpeboBaHMAM 6e30nacHOCTU MHPOPMaLMN.

OpraHu3aLMoHHbIE Mepbl NMPeaycMaTpPUBAIOT Co34aHue U Noajep:kaHue npaBoBoi 6asbl 6esonacHoctv MAH 1
pa3paboTKy (BBegeHve B AeNCTBME) MPedyCMOTPEHHbIX MoanTukoin nHdopmaumoHHol 6esonacHoctn UCMNAH
cneayroLWwmx OpraHN3aLMOHHO-PACNoOPAANTENbHBIX LJOKYMEHTOB:

¢ [naH meponpuaTnin No obecnedyeHmto 3awmTbl MOH npu nx obpaboTtke 8 UCMNAH;
¢ [naH meponpuATUN NO KOHTPONK obecnevyeHns 3awmTbl MNAH;

¢ [opsfaoK pe3epBMPOBAHNA U BOCCTaHOBAEHUA paboTtocnocobHocTn TC 1 MO, 6a3 gaHHbIX 1 C3U;



® [JONKHOCTHAA MHCTPYKLMA agMmuHucTpaTopa NCMNAH B YacTn obecneyeHus 6esonacHoctu MOH npu nx obpaboTtke
8 UCTMOH;

o [101*KHOCTHAA MHCTPYKUMA agMUHUCTPaTopa 6esonacHoctn UCMNAH;

¢ [loNKHOCTHaA MHCTPYKLMA nonb3osatena UCMAH B yacTu obecneyeHuns 6esonacHocTv MOH npu nx obpaboTre B
ncngw;

* VHCTPYKUMA Ha C/ly4ail BO3SHUKHOBEHWSA BHELWTAaTHOM CUTyaumu;

* MIHCTPYKUMSA No pasmelleHuto, 060pyaoBaHNIO M OXpaHe NOMELLEHWI, Fae XPaHATCA NepcoHanbHble AaHHble, NO
XPaHEHWIO NePCOHabHbIX AaHHbIX Ha BYMasKHbIX HOCUTENAX M NoPAAKY PaboTbl MCNOAHWUTENEN C NepPCOHaNbHbIMM
AaHHBIMW Ha BYMaXKHbIX HOCUTENAX MHPOPMaLUW.

TexHnyeckune Mepbl 3alWnTbl PeanU3yroTCcA NpY NOMOLWKN COOTBETCTBYHOWNX NPOrpaMMHO-TEXHUYECKUX Cpeacts u
METOA0B 3alUnThbI.

MepeyeHb HeobBXOAMMbBIX Mep 3aWuTbl MHOOPMaLMM OMpeaenseTca Mo pesynbTaTam BHYTPEHHEN MNPOBEPKU
6e3onacHoctn UCNAH MAO «LUMT».

2 3apaumu C3N4H
OcHoBHoM uenbto C3MNAH ABNAETCA MUHUMU3ALUMA yulepba OT BO3MOXKHOM peanunsaumm yrpos 6esonacHoctu MAH.

Ona JoCTUXKeHUs OCHOBHOM Uenn cuctema b6esonacHoctn MAH aosxKHa obecneunBaTb 3¢PEKTUBHOE pelleHune
cneayowmx 3a4au:

® 33MTY OT BMellaTeNbcTBa B npouecc ¢yHKunoHMposauna WCMAH NOCTOPOHHUX AuL, (BO3MOXKHOCTb
ncnonb3oBaHma UCMNOH n gocTyn K ee pecypcam AONXKHbl MMETb TO/IbKO 3apPerncTpUpoBaHHbIE YCTAHOBAEHHbIM
NopsAKOM MoNb30BaTeNN);

e  pa3rpaHW4YyeHMe [AOCTyna 3aperncTtpuMpoBaHHbIX MOJb30BaTeNe K  annmapaTHbIM, MPOrPaMMHBIM U
MHbOPMaUMOHHbIM pecypcam UCMAH (BO3MOMKHOCTb AOCTyNa TO/IbKO K TEM Pecypcam U BbIMOJAHEHUA TONbKO Tex
onepaumin ¢ HUMMK, KOTOpble HEeobXoAMMbI KOHKpeTHbIM nosb3oBaTenam WCMOH gns BbINOAHEHWMA CBOWMX
CNy»KebHbIx 0683aHHOCTEN), TO €CTb 3aLMTY OT HECAHKLMOHNPOBAHHOIO AOCTYNa:

¢ K nHbopmaumu, umpkynupytowen 8 UCMNAH;
® CpeacTBam BblMMCAUTENbHOM TeXHMKN UCTOH;
® annapaTHbIM, MPOrPAaMMHbIM U KpUNTOrpaduUecKkMm cpeacTsam 3aWwmnTbl, ucnosblyembim B UCMOH;

*  perucTpauuio AeWCTBUIA NOMb30BaTeNen NPU UCNONb30BaHUK 3awmLaemMblx pecypcos UCMAH B CUCTEMHBbIX
XYpHanax M nepuoamMyeckuii KOHTPONb KOPPEKTHOCTM AEeUCTBMI NONb3oBaTenei CUCTeMbl MyTem aHanusa
COZEPKMMOTO 3TUX KYPHA/OB;

® KOHTPO/b LIeIOCTHOCTU (0becneyeHne HEM3MEHHOCTU) Cpesbl UCMOTHEHWA NPOrPaMm U ee BOCCTaHOB/IEHME B
CNy4yae HapyLleHus;

® 33WMUTY OT HECAaHKUMOHWPOBAHHOW MoOAMOUKALMU WU KOHTPOAb LLENOCTHOCTU ucnosb3dyemblix B MCMNAOH
NPOrPaMMHbIX CPeACTB, a TaK}Ke 3aLUUTY CUCTEMbI OT BHEAPEHMA HECAHKLMOHUPOBAHHbIX MPOrpamm;

¢ 3aWuTy nAax ot YTEYKHN NO TEXHNHECKUM KaHa/slaM nNpun ee o6pa60TKe, XPaHEHUN N nepegadvye No KaHazlam CBA3N;

e 3awmty NAH, XpaHumoi, obpabaTbiBaemMoit U NepefaBaemoit No KaHajam CBA3M, OT HECAHKLMOHUPOBAHHOIO
pasrnaweHns UK UCKAXKEHUS;

e obecneyeHne HKUBYYECTM KpunTorpadUyecknx cpeacts 3awmTbl MHGOPMaUMM MPU KOMMAPOMETAUMM YacTu
KNI0YEeBOM CUCTEMDbI;



® CBOEBPEMEHHOE BbIiBJIEHWE MCTOYHWMKOB yrpo3 6esonacHocTv MAH, NPUYMH U YCNOBWMI, CNOCOBCTBYHOLWMX
HaHeceHWio yulepba cybbektam [[H, co3gaHME MexaHM3Ma OMNepaTUMBHOrO pearnpoBaHWMA Ha Yrposbl
6e3onacHocTy MAH 1 HeraTUBHbIE TeHAEHLMY;

® CO3[aHue YyCNoBUI ANA MUHMMU3ALMU U IOKANU3aUMKM HaHOCUMMOTO yuwepba HenpaBoMepPHbIMU AeNCTBUAMM
OU3NYECKUX U IOPUANYECKUX KL, ocnabneHne HeraTUBHOMO BAMAHUA WU NMKBMAALMA NOCNEACTBUN HapyLLEHMUSs
b6e3sonacHoctu NAHK;

e 0bopyaoBaHWe M OXpaHa NOMELLLEHUIA, FAe XPaHATCA NepPCcoHasbHble AaHHbIE;
e cobnoaeHUe nopaaKa XpaHeHUs NepPCOHabHbIX AaHHbIX Ha BYMaXKHbIX HOCUTENAX;
e cobnogeHMe Nopsaka XpaHEHMA KoYel OT NOMELLEHUI rae XpaHATea MNAH Ha ByMarkHbIX HOCUTeNAX;

e cobnogeHne nopsgka paboTbl UCMOAHUTENEN C MEePCOHANbHbIMW AAHHbIMM Ha OyMarKHbIX HOCUTENAX
MHpopmaumn.

3 O6beKTbl 3aWUTDI
MepevyeHb MHPOPMALMNOHHBIX CUCTEM

B MAO «UMT» npousBoantca obpaboTKa nepcoHasbHbIX AaHHbIX B MHGOPMALMOHHON cucTeme 06paboTKu
NnepcoHanbHbIX AaHHbIX (MCNAH).

MNepeveHb UCMNAOH onpeaenaeTca B npouecce paboTbl KOMUCCUMK, MO UTOraM PaboT KOTOPOM COCTaBASETCA aKT
Knaccudumkaumm UCNAH.

MNepeyeHb 06HEKTOB 3aLWUTDI

O6beKkTaMK 3aWMTbl ABNAIOTCA — MHPOpPMaLma, obpabaTbiBaeman B ICMNAH, n TeXHUYECKME cpeacTBa ee 06paboTKu
1 3awmTbl. CMMCOK NepCcoHaNbHbIX AaHHbIX, NOAAeXKalwme 3aWwmTe, onpegeneH B [lepeyHe NepcoHanbHbIX AaHHbIX,
noanexauwmx sawmte 8 UCMNAH.

OO6beKTbl 3aLUUTbI BK/IHOYALOT:

e ObpabatbiBaemasn nHGopmaLma.

¢ TexHonornyeckaa nHdopmauus.

¢ [lporpaMmHo-TEXHUYECKUE cpeacTBa 06paboTKu.

e Cpeactsa 3awmtbl MNAH.

¢ KaHanbl MHpopMaLUMOHHOrO 06MeHa U TETEKOMMYHUKALMMK.

e O6bBEKTbl U MOMELLLEHMA, B KOTOPbIX pa3mellleHbl KoMnoHeHTbl UCMAOH.
4 Knaccudpukauma nonbsosarenenn UCMNAH

Monb3osatenem WCMAH ABAAeTCs AMULO, ydyacTBylowee B ¢GYHKULMOHMPOBAHMM MHPOPMALMOHHOW CUCTEMDI
NepcoHaNbHbIX AaHHbIX UM UCMOAb3YIOLLEE pe3ynbTaThl ee GyHKLMOHNPOoBaHUA. Monb3osatenem NCMAH ABnaerca
noboi cotpyaHuk MAO «UMT», numetowmin aoctyn kK UCMAH M ee pecypcam B COOTBETCTBMM C YCTaHOBAEHHbIM
NopsAAKOM, B COOTBETCTBMM C €ro GyHKLUMOHAbHBIMM 06A3aHHOCTAMM.

Monb3sosatenn NCMAH fenatca Ha TPM OCHOBHbIE KaTEropuu:
AZMUHUCTPATOP MHOOPMALMOHHON B6e30MacHOCTH.

CotpyaHukmn MAO «LIMT», KOTOpble 3aHMMAlOTCA HACTPOMKOMW, BHEAPEHWEM M COMPOBOXKAEHMEM CUCTEM
6e3onacHocTu. AgmuHuctpaTtop B obnagaet cneayowmm ypoBHeM AocTyna:

e 06/1a4aeT NONHON MHPOPMaLME O CUCTEMHOM U MPUKAAZHOM NporpammHom obecneyeHnn UCNOH;



e obnagaer nonHoM MHbOpPMaLMeEn O TEXHUYECKUX CpeacTBax U KoHourypauum UCMOH;

* MMeeT AOCTYN KO BCEM TEXHMYECKMM cpeacTBam 06paboTku nHpopmaumm n aaHHoim UCMNAH;

¢ He obnagaeT npaBamm KOHOUIYPUPOBAHUA U aMUHUCTPATUBHOMN HACTPOMKM TexHMYecKmx cpeacts UCMAH.
AgmuuuctpaTtop UCMOH.

CoTpyaHukm MAO «LUMT», KoTopble 3aHMMAIOTCA CONPOBOXKAEHMEM NPOrPaMMHOro obecneyeHus.
AamuHuctpatop UCMNAH obnapaeT cneayoWwmm ypoBHEM AOCTYNa:

e obnagaet MHGopmaumein 06 anropnuTmax U nporpammax ob6pabotkm nHdopmauum Ha UCNOH;

* 06/1a43€T BO3MOKHOCTAMM BHECEHUSA OLIMBOK, HeAEKNapMPOBaHHbIX BO3MOMHOCTEN, NPOrPaMMHbIX 3aK1aA0K,
BPEAOHOCHbIX MporpamMmm B nporpammHoe obecneyeHne WUCMAH Ha cTagmm ee paspaboTKuM, BHeApeHWA U
COMpPOBOMXAEHUSA;

* MOMeT pacnonaratb f06biMK dparmeHTamn MHPopmauumn o Tononormn UCMNOH M TeXHUYECKUX cpeactsax
06paboTku 1 3awmTbl MOH, obpabaTbiBaembix B UCMAH;

e ob6iagaeT NpaBaMmn KOHPUIYPUPOBAHUS U aAMUHUCTPATUBHOMN HACTPOMKM TeEXHUYECKMX cpeacts UCTMOH.
Onepatop UCMAH.

CoTpyaHukn nogpasgenerHnin NAO «LUMT» yyactBylowmx B npouecce skcnayataumum UCMNAH. Onepatop UCNAH
obnagaert cneayoWMM YPOBHEM A0CTYNa:

* 06/1a4aeT BCEMU HEOBXOAMMbIMU aTPUBYyTamu (Hanpumep, naposiem), obecneunBatoWMmmM AOCTYN K HEKOTOPOMY
nogmuoxxectsy MAH;

e pacnonaraeT KOHPUAEHLUMANbHBIMU AAHHBIMM, K KOTOPbIM MMEeT A0CTY.
5 OCHOBHble NPUHLMNbI NOCTPOEHUA CUCTEMbI KOMMJIEKCHO 3awwmuTbl MHGOpMaLMK

MocTpoeHune cuctembl obecneveHunsa 6esonacHoctm MAH NCNAOH MAO «UMT» n ee GyHKLMOHUPOBAHME AO0/KHbI
OCYLLECTBAATLCA B COOTBETCTBMU CO C/IEAYHOLLMMM OCHOBHbBIMUW MPUHLMMAMMU:

® 3aKOHHOCTb;
® CUCTEMHOCTb;

® KOMMEKCHOCTb;

* HenpepbIBHOCTb;

* CBOEBPEMEHHOCTb;

* NPeeMCTBEHHOCTb 1 HEMpPepPbIBHOCTb COBEPLIEHCTBOBAHMS;
® NepcoHaNbHas OTBETCTBEHHOCTb;

* MMHUMM3ALMA NOSHOMOUNIA;

* B3aMMOAENCTBUE U COTPYAHUYECTBO;

* TMBKOCTb CUCTEMbI 3aLLMTDI;

® OTKPBITOCTb A/ITOPUTMOB U MEXaHU3MOB 3aLLUTbI;

* NPOCTOTa NPYMEHEHUA CPEACTB 3aLUUTbI;

® Hay4Has 060CHOBAHHOCTb M TEXHUYECKAn PeannsyemocTb;

® cneunannsauma un ﬂpO¢€CCMOHaﬂM3M,'



* 0653aTe/IbHOCTb KOHTPOANS.
3aKOHHOCTb

Mpeanonaraer oCyWeCcTBAEHWE 3aLUTHbIX Meponpuatuii U paspabotky C3MAH MAO «LUMT» B cOOTBETCTBMM C
[ENCTBYIOLMM 3aKOHOAATENbCTBOM B 06n1acTu 3awmTbl MAH U ApyrMx HOPMaTUBHbLIX aKTOB Mo 6e30MacHOCTM
MHOOPMaLMK, YTBEPKAEHHbBIX OPraHaMM rOCyAapCTBEHHOM BAACTM U YNPABAEHUA B NpeAenax UX KOMMNETEHLUN.

Monb3oBatenn n obcnyxmeawwmin nepcoHan NAH NCNAOH NAO «UMT» AonKHbl bbiTb 0OCBEAOMIEHbI O NOPAAKe
paboTbl ¢ 3awwmLLaemoit Hbopmaumen n 06 OTBETCTBEHHOCTM 33 HapyleHWe nopaaka 3awmTbl MOH.

CucremHoCTb

CuctemHblt nogxog K noctpoeHuto C3MAH MAO «LUMT» npeanonaraeT yyeT BCEX B3aWMMOCBA3AHHbIX,
B3aMMOAENCTBYIOLLUX U U3MEHAIOLLMXCA BO BPEMEHU 3/IEMEHTOB, YC/I0BUI U PaKTOPOB, CYLLECTBEHHO 3HAYMMBbIX
AN NOHMMAHUSA U pelleHna npobiembl obecneyeHns 6esonacHoctv NAH UCMNOH MAO «LUMT».

Mpy co34aHUM CUCTEMbI 3aLUMUTbl AOMMKHbI YYUTbIBATbCA BCe cnabble M Hambonee yA3BMMble MecCTa CUCTEMbI
06paboTkn M[H, a TaKXKe XapaKTep, BO3MOMKHble OOBLEKTbl M HaMpaBfeHMsA aTaK Ha CUCTEMY CO CTOPOHbI
HapywmnTenen (oCoBEHHO BbICOKOKBAIMPUUMPOBAHHBLIX  3/I0YMbILNEHHMKOB), MNYTU MPOHUKHOBEHUA B
pacnpegeneHHble cuctembl M HCA K nHpopmaumm. Cuctema 3allmThbl A0KHA CTPOUTLCA C YYETOM He TObKO BCeX
M3BECTHbIX KaHa/noB MPOHUKHOBEHUA M HCA K unHboOpmMauMM, HO M C Y4EeTOM BO3MOXKHOCTU MOABJIEHUSA
NPUHUMNNANLHO HOBbIX NYyTEN peannsauum yrpos 6e3onacHocTu.

KomnneKkcHocTb

KomMnieKkcHoe WCNo/ib30BaHME MeTo0B M CPeACcTB 3aluTbl NpeAnonaraeT CornacoBaHHOE MpPUMEHeHue
Pa3sHOPOAHbIX CPEACTB MPU MOCTPOEHUU LLENOCTHOM CUCTEMbl 3aliMTbl, MEePeKpbIBaloWE BCe CYLIeCTBEHHbIE
(3HauMmBble) KaHanbl peanusaummn yrpos 1 He cogepsKalliein cnabblix MECT Ha CTbIKaxX OTAE/bHbIX € KOMMOHEHTOB.

3aWwmTa SOMKHA CTPOMTLCA SWENOHUPOBAHO. [1A Kax4Oro KaHana yTeuku MHGoOpMaLMn U oNa Kax4oMh yrposbi
6€e30MacHOCTM OOMKHO CYLLeCTBOBAaTb HECKOAbKO 3alUMTHbIX pybexkeit. CosgaHue 3awmTHbIX pyberkei
OCYLLLECTBNAETCA C YYETOM TOro, YTobbl ANA UX NPEOAOAEHUA MOTEHLMANBHOMY 3/10YMbIWAEHHUKY TpeboBanuch
npodeccroHanbHble HaBbIKM B HECKO/IbKMX HEB3aMMOCBA3aHHbIX 06/1acTaAX.

BHewwHAA 3allnTa AO0JTXKHa obecneunBaTtbcs ¢VI3M‘-IGCKVIMVI cpencreammn, OpraHM3auMOHHbIMKU U NPaBOBbIMU
mepamu. OgHMMm M3 Hambonee yKpenseHHbIX pyberkein npmussaHbl ObiTb cpeacTBa KpUntorpaduyeckom 3awmThbl,
peann3oBaHHble C UCNO/Ib30BaHNEM TexHonorum VPN. MpuKiagHON ypoBEHb 3aLLMUTbI, YYUTbIBAKOLLMIA OCOBEHHOCTH
npeameTHon 061acTu, NpeacTaBaseT BHYTPEHHWUIA pybexK 3aLmTbl.

HenpepbiBHOCTb 3awuThbl MAH

3awmta MOH — He pasoBOe MeponpuUATME UM He MPOCTas COBOKYMHOCTb MNPOBEAEHHbIX MeponpuATUiA U
YCTQHOB/IEHHbIX CPEACTB 3alLMTbl, @ HEMNPEpPbIBHbIV LeseHanpaBAeHHbI NPOLecc, nNpeanoaaralowmnii NpuHaTme
COOTBETCTBYIOLMX MEP Ha BCEX 3Tanax }KMU3HeHHOoro uukaa NCMNOH.

MCNAH AONXKHbI HAXOAUTBLCA B 3aLLULLEHHOM COCTOAHMW Ha NPOTAXEHUN BCEITO BPEMEHU UX d)YHKLI,MOHMDOBaHMFI.
B cooTBeTcTBMM C 3TUM NPUHUMNOM [AOAXKHbI MAPUHMMATBCA Mepbl MO HeJONyLWeHUIO nepexosa MC”ﬂ,H B
He3auwunuweHHOoe COCToOAHUE.

BONbLWMHCTBY OUSNUYECKMX W TEXHUYECKUX CPEeACTB 3aWmTbl AN 3GDEKTUBHOMO BbINOAHEHMA CBOMX GYHKUMIA
HeobxogMMa MOCTOSIHHAA TEXHUYECKAsa U OpraHM3auMOoHHasA (aAMMHUCTPATUBHAA) NOAAEPMKKA (CBOEBpeMeHHas
cMeHa W obecneyeHne NPaBUALHOTO XPAaHEHMA W MNPUMEHEHUA WMMEH, MNapoaei, Kawden WnudpoBaHus,
nepeonpeaeneHve MoAHOMOYMA M T.n.). MepepbiBbl B paboTe cpeacTB 3alMTbl MOMYT 6biTb MCMO/b30BaHbI
3/I0YMbILW/IEHHWKAaMK A/ aHa/In3a NPUMEHSAEMbIX METOLOB WM CPeACTB 3alUMTbl, A1 BHEAPEHUS CheLmabHbIX
NPOrpaMmmHbIX M annapaTtHbiX "3aknagok" W Apyrux Ccpeacts NPeoaoneHMA CUCTeMbl  3aluTbl  Mocae
BOCCTaHOB/IeHNA ee GpYHKUMOHMPOBAHMUS.

CBoeBpeMeHHOCTb



Mpeanonaraer ynpexaaowmin xapaktep mep obecneyeHus 6esonacHoct MOH, TO eCTb NOCTAaHOBKY 3afay no
KomniekcHon 3awute UCMOH 1 peanusauuio mep obecneyeHus 6esonacHocTn MOH Ha paHHUX CTagusax
pa3pabotkn UCMOH B Lenom 1 ee cMctembl 3aMTbl MHGOPMALIMK, B YACTHOCTU.

Pa3paboTKka cucTembl 3alMTbl LOMXKHA BECTUCH MapannenbHo ¢ pa3paboTKoi U pa3BUTMEM CaMOl 3aLMLLAEMON
cuctemMbl. ITO MO3BOAUT ydecTb TpeboBaHUA 6e30MacHOCTU MPU MPOEKTUPOBAHUM aPXUTEKTYPbl U, B KOHEYHOM
cyeTe, co3aatb 6onee apPeKTUBHbIE (KaK MO 3aTpaTam PecypcoB, TaK 1 Mo CTOMKOCTM) 3alLMLLEHHbIE CUCTEMDI.

MpeemcTBEHHOCTb U COBEpLUEHCTBOBaHUE

MpeanonaraloT MNOCTOAHHOE COBEPLUEHCTBOBAaHME Mep W CPeAcTB  3aWmtbl MHOPMALMM Ha OCHOBEe
NnpeemcTBEHHOCTU OPraHM3aLMOHHbIX U TEXHUYECKUX pPeLleHuUi, KaapoBOro cocTaBa, aHain3a GyHKUMOHUPOBaHMSA
MCNOH M ee cucTembl 3aWmTbl C Y4eTOM M3MEHEHWA B MeTodax M cpeacTBax nepexsaTta WMHdopmauuw,
HOPMaTUBHbIX TpeboBaHW MO 3allmTe, JOCTUTHYTOrO OTEYECTBEHHOIO 1 3apybesKHOro onbITa B 3T0M obnacTu.

MepcoHanbHaA OTBETCTBEHHOCTb

MpeanonaraeT BO3/IOXeEHWE OTBETCTBEHHOCTU 3a obecneyeHune 6esonacHocTn MAH M cuctembl Ux 06paboTKM Ha
Ka*KA0ro COTPYAHWKA B npeaenax ero NoJHOMOUYMIA. B cOOTBETCTBUM C 3TUM NPUHLIMNOM pacnpeaefieHue npas u
0653aHHOCTEN COTPYAHUKOB CTPOUTCA TaKUM 06pa3om, YTobbl B cyyae ntoboro HapyLeHMa Kpyr BUHOBHUKOB Obin
YeTKO M3BeCTeH UK CBeAeH K MUHUMYMY.

MpuHUUN MMHMMKU3aALUU nonHomounii

O3Ha4aeT npeaocTaBAeHne NoAb30BaTeNIAM MUHMMa/IbHBIX MPaB AOCTyNna B COOTBETCTBMU C NPOM3BOACTBEHHOM
HeobX0AMMOCTbIO, Ha OCHOBE NPUHLMNA «BCE, YTO He pa3peLLeHo, 3anpeLLeHo».

Hoctyn K NOH AoNXeH NpeaoCcTaBAATLCA TONbKO B TOM CaydYae u o6beme, ecnn 3To He0B6X0ANMO COTPYAHWUKY ANnA
BbINONHEHWNA €ro A0NKHOCTHbIX 06A3aHHOCTEN.

B3aumopgeiicteme U COTPYAHUUECTBO

Mpegnonaraer co3gaHue 6GnaronpuATHOM aTtmocdepbl B KOJJIEKTMBaX noapasgeneHnin, obecneymatowmx
aesatenbHocTb MCNAH MAO «UMT», A1 CHUMKEHNA BEPOATHOCTU BO3SHUKHOBEHWA HEraTUBHbIX AEMNCTBMI CBA3AHHbIX
C YenioBeYECKUM HaKTOPOM.

B Takoi o6cTaHOBKe COTPYAHWKM AOMKHbI OCO3HAHHO co6/AaTh YCTaHOB/AEHHble MpaBMaa M OKasblBaTb
coaeincTaune B AeATENbHOCTU NoApasaeneHNin TeXHUYECKOM 3alnTbl MHGopMaLuuu.

MbKocTb cuctembl 3awmTtbl NAH

MpuHATbIE MePbl U YCTaHOBAEHHbIE CPeACTBa 3allMTbl, 0COBEHHO B Hauas/bHbIN NEPUOA UX IKCMAyaTaummu, MoryT
obecneumBaTb KaK YpesmepHblid, TaK M HEeAOCTAaTOYHbIM YpOBeHb 3awmTbl. Jaa obecrneyeHMs BO3MOMKHOCTU
BApPbMPOBAHUA YPOBHEM 3alUMLLEHHOCTM, CPeACTBa 3aluWTbl AO/MKHbI 06/1a4aTb OnNpeaeneHHOW TMBKOCTbIO.
OcobeHHO BaXHbIM 3TO CBOMCTBO ABAAETCA B TeX C/Ay4yanX, KOraa YCTAHOBKY CPeACTB 3aluTbl Heobxogumo
OCYLWWECTBAATb HA paboTaloLLyto CUCTEMY, HE HapyLLasA NpoLLecca ee HOPManbHOro GpYHKLMOHMPOBAHUSA.

OTKprTOCTb a/ITOPUTMOB U MEeXaHU3MOB 3aLlLUTbl

CyTb NPUHUMNAG OTKPLITOCTU anrOPUTMOB U MEXAHW3MOB 3alMTbl COCTOMT B TOM, YTO 3aliuTa He AO0/IKHA
obecneuymBaTbCA TO/IbKO 33 CYET CEKPETHOCTU CTPYKTYPHOW OpraHuM3auum u aaroputmos GpyHKLMOHUPOBAHMA ee
noacucTemM. 3HaHMe anropuTMoB PaboTbl CUCTEMBI 3aLUTbI HE OO/IKHO AaBaTb BO3MOMHOCTU ee NpeoaosieHus
(mae aBTopam). O4HaKO, 3TO He O3HayaeT, YTo MHPOPMALMA O KOHKPETHOW cUCTeme 3alMTbl AO/KHA 6biTb
obuwenocTtynHa.

MpocTtota NpUMeHeHUA CPeACcTB 3aLUTbl

MexaHM3Mbl 3aWMTbl AOMKHbI 6bITb UHTYUTUBHO NOHATHbI U NPOCTbl B UCNOJIb3OBAHUMN. anMEHEHl/Ie cpeacrts
3alWNTbl HE AO0NXKHO ObITb CBA3aHO CO 3HAHMEM cneunanbHbIX A3bIKOB UK C BbINO/IHEHNEM LI,GI‘;ICTBVII‘;I, TpE6yPOLLI,VIX
3HAYUTENbHbIX AOO0NO/IHUTENBbHbLIX TPyAO03aTpaT MNpwu 06blyHOM pa60Te 3apPErncTpnpoBaHHbIX YCTAHOBJ/IEHHbIM



NopaaKoM Monb3oBaTeNneil, a TaKXKe He [O/MKHO TpeboBaTb OT MNO/Mb30BaTeNA BbINONHEHUA PYTUHHbBIX
MaNoMNOHATHbIX eMy onepauuii (BBoA, HECKONbKUX Naponen U UMeH 1 T.4,).

JomKHa pocTuraTbCA aBTOMATU3ALMA MAKCMMANIbHOMO 4ucaa Ael\/‘ICTBMﬁ nosib3oBaTtenen u AOMUHUCTPATOPOB
NCnan.

HayuyHaa 060CHOBaHHOCTb M TEXHUYECKAA peann3yemocTb

NHPOpPMaLMNOHHbIE TEXHOIOTUMU, TEXHUYECKME M NPOrPaMMHble CpeacTBa, CPeACcTBa U Mepbl 3aWuTbl MHGOpMaL MK
OONXKHbI BbITb peasin3oBaHbl HA COBPEMEHHOM YPOBHE PA3BUTUA HAYKM U TEXHUKWU, HAYYHO 0BOCHOBAHbI C TOUYKM
3peHna AOCTUKEHWUS 3a4aHHOI0 YPOBHA 6e30nacHOCTU MHGOPMALMM U AONKHbI COOTBETCTBOBATb YCTAHOBMEHHbIM
HopMam U TpeboBaHuam no 6esonacHocTy MAOH.

C3MNAH aonxHa 6bITb OPUEHTUPOBAHA HA PeLLeHUA, BO3SMOMKHbIE PUCKM AJ1A KOTOPbIX U Mepbl NPOTUBOAENCTBUA
9TMM PUCKaM MPOLLIN BCECTOPOHHIOIO TEOPETUYECKYIO U NPAKTUYECKYIO MPOBEPKY.

Cneuuanusauma u npopeccMoHann3m

MpeanonaraetT npueiedeHMe K pas3paboTke CcpeacTs W peanusaumMum  mep  3alWmTbl  MHGOpMauUmu
CneunannsMpoBaHHbIX oOpraHuMsaumii, Hambosee MNOArOTOBAEHHbIX K KOHKPETHOMY BWAY AEATENbHOCTU Mo
obecneyeHno besonacHoctu MNAH, UMEIOLWMX ONbIT NPaKTUYECKo paboTbl M roCyaapCTBEHHYIO INLLEH3MIO Ha MPaBo
OKasaHuAa ycayr B 3Toi obnactu. Peannsaumsa agMUHUCTPATUBHBIX Mep M 3KCMJyaTaumsa CPeACcTB 3almThl A0/KHa
OCYLLECTBAATLCA NPodeccMoHabHO NOArOTOBAEHHbIMM cnieyumanmuctamm NMAO «LUMT».

06a3aTenbHOCTb KOHTPOAA

Mpeanonaraet 06A3aTeNbHOCTb UM CBOEBPEMEHHOCTb BbIABAEHMA U TMPECeYEeHUs MOMbITOK HapyleHus
YCTaHOB/IEHHbIX NpaBua obecneyeHna 6esonacHocTu MOH Ha OCHOBE MCMNONb3YEMbIX CUCTEM U CPEACTB 3aLUUTbI
WMHPOPMaLMKN NPU COBEPLLUEHCTBOBAHUN KPUTEPUEB N METOAOB OLEHKU 3P PEKTUBHOCTM 3TUX CUCTEM U CPEACTB.

KoHTpo/b 33 AeATeNbHOCTbIO 110600 N0/b30BaTENA, KaXKA0ro CPeACcTBa 3allMThl U B OTHOLIEHMM 1t060ro obbekTa
3aLUNTbl JO/KEH OCYLLECTBAATLCA Ha OCHOBE NPUMEHEHWA CPeACcTB OMepaTUBHOIO KOHTPOAA U perucTpauuun u
[0/KEeH 0XBaTblBaTb KaK HECAHKLIMOHNPOBAHHbIE, TaK N CaHKLMOHNPOBaHHbIE AEACTBUA NOJib30BaTeNeN.

6 Mepbl, meToabl U cpeacTea obecneueHns Tpebyemoro ypoBHA 3aLMLLEHHOCTH

ObecnevyeHune Tpebyemoro ypoBHA 3aLMLLEHHOCTM AOMKHOCTU AOCTUraTbCA C UCNO/b30BAaHMEM MepP, METOA0B U
cpeacts 6e3onacHocTu. Bce mepbl obecneveHnsa 6esonacHocti UCMAH nogpasaenatoTca Ha:

® 3aKOHOAaTesbHble (NpaBoBbIe);

® MOpasibHO-3TUYECKME;

® OpraHu3aLMOHHble (aAMUHUCTPATUBHbIE);

¢ dU3nYecKue;

® TexHU4yecKue (annapaTtHble U NPorpaMmmHble).
3aKoHopaTenbHble (NpaBoBbie) Mepbl 3aLWUTDI

K npaBoBbiM Mmepam 3alMTbl OTHOCATCA [AeWNCTBylOWME B CTPaHe 3aKOHbl, yKasbl M HOPMATMBHbIE aKTbl,
pernameHTMpylolwmMe npasuna obpaweHua ¢ MAH, 3aKpennswowmMe npaBa M 06A33aHHOCTM  YYACTHUKOB
MHPOPMALMOHHBIX OTHOLIEHMI B Mpouecce ee 06pPaboOTKM M UCMOMb30BaHWA, a TaKXKe YyCTaHaB/AMBalowwme
OTBETCTBEHHOCTb 332 HApyLUEHWA 3TUX NPaBWUJ, NPEnATCTBYS TEM CAMbIM HEMPABOMEPHOMY MCMO/b30BaHMIO MAH K
ABNAOWMECA CAEPHKUBAOWMM GAKTOPOM A5 MOTEHLMANbHBIX HAapyLWUTENEN.

MpaBoBble Mepbl 3aLLUTbl HOCAT B OCHOBHOM YNpPEXAAoLWMiA, NPOPUNAKTUYECKUI XapaKTep U TPebyHoT NOCTOSHHOM
pasbACHMTENbHOM PaboTbl C N0/b30BATENAMMU U O6CAYKMBAIOWMM NEPCOHANOM CUCTEMBI.

MopanbHO-3TUYECKUE MEPbI 3aLLUTbI



K MOpasbHO-3TUYECKMM Mepam OTHOCATCA HOPMbl MOBEeAEHWs, KOTopble TPAAMLMOHHO CAOMKWAUCL WK
CKN1afblBalOTCA MO Mepe pacnpocTpaHeHus IBM B cTpaHe uav obuiecTse. 3TV HOPMbI 60/bLLEN YaCTbIo He ABAAITCA
06s3aTeNbHbIMKN, KaK 3aKOHOAATE/IbHO YTBEPMKAEHHblE HOPMATMBHbIE aKTbl, OAHAKO, WX HecobalogeHue BedeT
06bIYHO K NaZeHMI0 aBTOPUTETA, NPECTUNKA YEI0BEKA, MPYNTbI UL, UAW OpraHM3auumn. MopaibHO-3TUYECKME HOPMbI
6bIBAIOT KaK HenucaHble (Hanpumep, obwenprusHaHHble HOPMbl YECTHOCTU, NAaTPMOTU3MA M T.M.), TaK M NMUCaHble, TO
ecTb opopmaeHHbIE B HEKOTOPbIN CBOZ (YCTaB) NpaBua UK NpeannucaHui.

MopanbHO-3TUYECKME MEPbI 3aLUMUTbI ABAAKOTCA NPODUNAKTUHECKMMM U TPEBYIOT NOCTOAHHOM PaboTbl N0 CO34aHNI0
3,0P0OBOr0 MOPANbHOIO KAMMATa B KOANEKTMBAX NoapasaeneHnin. MopanbHO-3TUYECKME MepPbI 3alUTbl CHUXKAIOT
BEPOATHOCTb BO3HUKHOBEHMA HEraTUBHbIX SEUCTBUI CBA3AHHbIX C Ye0BEYECKMM GaKTOpOoMm.

OpraHu3auMoHHble (a4MUHUCTPATUBHBIE) MepPbl 3aLMUTbI

OpraHusauMoHHble  (agMMHUCTPATMBHbIE) Mepbl 3aluTbl - 3TO Mepbl OPraHW3aUMOHHOIO  XapaKkTepa,
pernameHTUpyowme npoueccbl GpyHKUMoHMpoBaHma WNCMOH, ncnonbsoBaHne pecypcos MCIMAH, aeATenbHOCTb
06CNyKMBAIOWEro MEepcoHana, a TaKKe MNopsaAoK B3aumoaencTsus nonb3osatesieit ¢ UCIMAH Takum obpasom,
4yTobbl B HanbonbLlel CTENEHN 3aTPYAHUTb UAM UCKAIOYUTb BO3MOXKHOCTb peasiM3aumm yrpo3 6e3onacHocTy uam
CHU3UTb pa3mep NOoTepb B Cy4ae UX peanmsaumm.

fnaBHaa ueNb agMWUHUCTPATUBHBLIX Mep — chopmupoBaTb MMOAUTUKY MHPOPMaLMOHHON 6esonacHoctn MAH
(oTparkatoLyto noaxoabl K 3awWwute MHGopmMmauun) n obecneunTs ee BbINONHEHME, Bblaenaa HeobxoamMmble pecypcsbl
N KOHTPO/IMPYA COCTOAHME Aen.

Peanunsauma NonntMkn nHoopmaunoHHolh 6esonacHoctn NAH B UCMOH cocTosT M3 Mep agMWUHUCTPATUBHOIO
YPOBHA 1 OPraHU3aLMOHHbIX (MpoLeaypHbIX) Mep 3aLLnUTbl UHPOPMaLUN.

K agMWUHUCTPAaTUBHOMY YPOBHIO OTHOCATCA pelleHMA PYyKOBOACTBA, 3aTparusarowme gearenbHocts MCMAH B
uenom. ITn pelleHuna 3akpenaaTca B Noantuke nHpopmauMoHHoM 6e3onacHocTu. Mpumepom Takux pelleHui
MOTYT OblITb:

® MPUHATHUE pelleHnAa O (bOpMVIpOBaHVIM NI nepecmortpe KOMM/IEKCHOWM nporpammbl obecneyeHuns 6esonacHoOCTH
NAH, onpeneneHne OTBETCTBEHHbIX 32 €e peasin3aumio;

e ¢dopmMynMpoBaHMe Lenel, NOCTaHOBKAa 3ajay, onpefeneHuMe HanpasieHU aeaTenbHocTM B 06aacTy
6e3sonacHoctu MAH;

* MpPUHATME pelleHUi MO BONpocam peanusauuu nporpammbl 6e30MacHOCTM, KOTOpble paccMaTpuBaloTcA Ha
yposHe MAO «LUMT» B uenom;

¢ obecneyeHne HopmaTUBHOM (NpaBoBoOW) 6a3bl BONPOCOB 6€30MacHOCTU U T.1.

MoAUTUKA BEPXHEro YPOBHA A0/KHA YETKO 04epTUTb chHepy BAMAHUA M OrpaHUYEHUs NpU ONpeseneHun Lenen
6e3onacHocTu MNH, onpeaennTb KakMMK pecypcammn (MaTepuanbHble, NepcoHan) oHW B6yayT AOCTUTHYTbI M HAUTK
Pa3yMHbI KOMNPOMKCC MEXKAY NPUEMIEMbIM YPOBHEM 6e30MacHOCTM U GyHKUMOHaNbHOCTbo MCMAH.

Ha opraHvM3auMoOHHOM ypOBHe OMpeaenAlTca Npoueaypbl U NpPaBuia AOCTUMKEHUA Uenein U pelleHus 3agad
MoAnTUKN nHPopMaLMOHHOM BesonacHocTm MNAH. 3TK NnpaBuaa onpeaenstoT:

® KakoBa obs1acTb NPUMEHEHNA NONNTUKN 6e3onacHoCTH NnAw;

® KaKoBbl poin “ 06a3aHHOCTH AOO/XKHOCTHbIX 1L, OTBeYatowne 3a nposegeHne NoNNTUKN 6esonacHoCTH NnAaH, a
TaKXe NX yCTaHOBUTb OTBETCTBEHHOCTb;

® KTO MMeeT npasa goctyna K MNAH;
* KaKMMM MepamMu 1 cpeacTBamm obecneymBaeTca 3awmTta NAH;
® KaKMMM MepamMu 1 cpeacTBamm obecnevmBaeTca KOHTPOb 3a cobNtOAEHNEM BBEAEHHOTO perKmMma 6esonacHoCcTu.

i OpFaHMSaLJ,VIOHHbIe mMepbl AOTKHbI:



hd npeaycmatpuBaTtb pernameHT VIHd)OpMaLI,VIOHHbIX OTHOLLIGHI/IIZ, UCKNHYaoWmnx BO3MOXHOCTb
HEeCaHKUMNOHUNPOBAHHDbIX AeﬁCTBMﬁ B OTHOLEHUN 06 bEKTOB 3aWnThbl;

® onpeaenAaTb KOaMUMOHHbIE U nepapxnyeckme npuHUunnbl U MeToabl Ppa3rpaHnM4YeHnA gOoCTtyna K NAwx;

* onpeaenaTb NOPAAOK PaboTbl C MPOrPaMMHO-MATEMATUUYECKUMUN U TEXHUUYECKMMK (annapaTHble) cpeacTBamm
3aWMTbl M KPMNTO3ALNTBI U APYTUX 3aLWMUTHBIX MEXAHU3MOB;

® opraHusoBaTb mepbl npotuBogencTema HCL nonb3oBaTeNsmuM Ha 3Tanax ayTeHTUdMKaumu, aBTOpU3aLNK,
naeHTudMKaumm, obecneymBatoWmx rapaHTUMN peannsaLmnm npas U OTBETCTBEHHOCTU CYObEKTOB MHPOPMALIMOHHbIX
OTHOLLEHUN.

OpraHu3aumMoHHble MepPbl AONXKHbI COCTOATb U3:

e pernameHTa goctyna 8 nomeweHuna NCMAH;

® opAAKa AONYCKa COTPYAHUKOB K ncnosb3osaHuio pecypcos UCMNAOH MAO «LUMT»;

® pernameHTa NpoLeccoB BeAeHMA 6a3 AaHHbIX U OCYLLEeCTBAeHMUA MoaAUPUKALNMN MHDOPMALIMOHHbIX PECYPCOB;

® pernameHTa npoueccos O6Cﬂy)-KVIBaHVIFI M ocyulecTBaieHnA MO,CI,MCbVIKaLI,MM annapaTHbIX 1 NPOrpaMmMHbIX peCcypcoB
UCNaw;

* WMHCTPYKUMIA nonb3osaTenenn UCMAH (agmuHuctpatopa MUCMAH, agmuHMUCTpaTopa 6e3omnacHocTM, onepartopa
UCNaH);

® MHCTPYKUUK NONb30BaTeENA NPU BO3SHNKHOBEHNU BHELWLUTATHbIX CVITyaLI,MIZ.

® MHCTPYKLMM NO pasMeLLeHNto, 060pya0BaHUIO U OXpaHe NMOMELLEHWUN, Fae XPaHATCA NepcoHanbHble AaHHble, MO
XPAHEHMIO NEPCOHANbHbIX AaHHbIX HA BYMaXKHbIX HOCUTENAX U NOPALKY PaboTbl UCNONHUTENEN C MEPCOHAIbHBIMM
[AHHbIMM Ha ByMaXKHbIX HOCUTeNsAX MHGOPMaUUK.

dusnueckune mepbl 3aLWMUTDbI

dusnyeckne mepbl 3aLWUTbl OCHOBAHbI HA MPUMEHEHUM PA3HOTO POAA MEXAHUYECKUX, INMEKTPO- UM SNEKTPOHHO-
MEXaHMYECKUX YCTPOMCTB U COOPYKEHWUI, CrneumanbHo NpeaHasHaYeHHbIX 415 co34aHMA GU3MYECKUX NPenaTCTBUI
Ha BO3MOMHbIX MYTAX MPOHWUKHOBEHMA M AOCTYNa MOTEHLMANbHbIX HapywuTenenm K KOMMOHEHTaM CUCTEMbI U
3aWmwaemon MHGoOpMaumm, a TaKKe TeXHUYECKMX CPeACTB BM3YanbHOrO HabAOAEeHMUA, CBA3W M OXpaHHOM
CUTHaNU3aLmm.

dusnyeckan 3awmTa 34aHMI, NOMeLLeHUI, 06BEKTOB U CPeacTB MHGOPMATU3ALMM AOKHA OCYLLECTBAATLCA NYyTEM
YCTaHOBNEHWA COOTBETCTBYIOLMX MOCTOB OXPaHbl, C NMOMOLLbIO TEXHUYECKUX CPeACcTB OXpaHbl MW N0BbIMK
Apyrvmn cnocobamu, NpesoTBPalLAOWMMMU UAM CYLWECTBEHHO 3aTPYAHAIOWMMW MNPOHUKHOBEHME B 34aHME,
NOMELLEHNS MOCTOPOHHUX JINL, XULEHUE MHOOPMALMOHHbLIX HOCUTENEN, camuX cpeacTs MHbOpMaTM3aLUM,
WCK/TIOYAIOLWMMM HaX0oXAEHNE BHYTPU KOHTPOMPYEMOW (OXpaHAEMOW) 30HbI TEXHUUYECKMX CPEACTB Pa3BeaKM.

AnnapaTtHo-nporpammHble cpeacrsa 3awmTtbl NAH

TexHuuyecKre (annapaTHO-NPOrpaMmHble) Mepbl 3aLMTbl OCHOBAHbI Ha MCMO/b30BaHUN PA3NIUYHbIX SNEKTPOHHbIX
YCTPOMCTB U CheumanbHbIX Nporpamm, Bxoaawmx B coctas MCMAH M BbINOAHAIOWMX (CAMOCTOATENLHO WM B
KOMMN/IEKCEe C APYrMMK cpeacTBamm) OYHKLUMU 3aWuThl (MAEHTUOMKALMIO M ayTeHTMOUKALMIO NOAb30BaTeNel,
pasrpaHMyeHne AOCTYNa K pecypcam, PerncTpaLmio cobbiTuii, Kpuntorpapuyeckoe 3akpbiTue MHGOpMauun 1 T.4..).

C yuetom Bcex TpeboBaHMt 1 npuHumMnos obecnedveHnsa 6esonacHoctu MAH B8 UCMAH No BCem HanpasieHUAM
3aLLMTbI B COCTaB CUCTEMbI 3aLLUTLI AOKHbI ObITb BK/OUEHbI CNeaytolime CPeacTsa:

* cpeacTBa MAeHTUGMKaLMM (ONo3HaBaHUA) U ayTeHTMOUKaALMK (NOATBEPKAEHNA NOAJIMHHOCTA) No/b3oBaTesein
NCNAH;

® CcpeacTBa pasrpaHUYeHMa A0CTyna 3aperMcTpUpoBaHHbIX MoJsib3oBaTenei cuctembl K pecypcam UCNAH MNMAO
«UMT»;



* cpeacTBa obecneyeHnn 1 KOHTPOASA LLeIOCTHOCTU NPOrpaMmMHbIX U MHPOPMaLMOHHBIX PECYPCOB;
® CpeacTBa ONepaTMBHOrO KOHTPOA U perncTpaumm cobbiTnii 6esonacHocTy;
* KpunTOorpapuyeckme cpeacTea sawmTbl MNAH.

YcnewHoe npuMeHeHUe TEXHUYECKMX CPeacTs 3alMTbl Ha OCHOBAHWUM NPUHUMNOB (pa3gen 5) npeanonaraet, 4To
BbINOJIHEHNE NEPEYUCTIEHHBbIX HUKe TpeboBaHUI obecneyeHO OPraHM3aUMOHHbIMKU (aZMUHUCTPATUBHbLIMM)
MepamMmn U NCNOSIb3YEMbIMU GU3UYECKMMU CPEeaCTBAMM 3aLUMTbI:

¢ obecneyeHa dpn3nYeCcKasa LLeNOCTHOCTb Bcex KomnoHeHT UCTMAH;

® KaXkablil COTPYAHMK (nonb3oBatenb NCMAH) uan rpynna nonb3oBateneit UMeeT YHUKaIbHOe CUCTEMHOE UMS U
MWHUMa/IbHO HeobXxoanMble 411 BbIMO/IHEHMA MM CBOMX GYHKLMOHAIbHbIX 06513aHHOCTEM NOJIHOMOYMS NO JOCTY Ny
K pecypcam cucTembl;

e B UCNOH MAO «UMT» pa3paboTka M OTnagKa nporpamm ocyuiecteasetca 3a npegenamm WCMNAOH, Ha
UCNbITaTeNbHbIX CTEHAAX;

® BCE M3MEHEHUA KOHPUrypauum TeXHUYECKMX M nporpammubix cpeacts MCMAH npousBogaTca CTporo
YCTaHOBAEHHbIM MOPALKOM (PErnCTPUPYIOTCA M KOHTPONIMPYIOTCA) TONbKO HA OCHOBAHMM  PaCMOPSAMKEHWUN
pykosoactea MAO «LUMT»;

e ceTeBoe 060pyaoBaHME (KOHLEHTPATOPbl, KOMMYTAaTOPbl, MapLpPyTM3aTOPbl M T.N.) pacnonaraetcd B MecTax,
HEeAOCTYMHbIX AR MOCTOPOHHUX (CneumanbHbIX MOMELLEHNAX, WKadax, 1 T.n.);

e cneumanmctamm NAO «LUMT» ocywecTBnseTca HenpepbIBHOE ynpaBAeHME U aAMUHUCTPATMBHAA NoAdepiKKa
bYHKUMOHMPOBAHNA CPEACTB 3aLUUTbI.

7 KoHtponb apPpektusHoctu C3MNAH

KoHTponb adpdektmBHocTn C3MAH [A0MKEH OCYLLECTBAAETCA Ha Nepuoguyeckon ocHose. Lenbto KoHTponA
3$dEKTUBHOCTU ABNAETCA CBOEBPEMEHHOE BbIIBIEHME HeHaZNerKalwmnx pexMmoB paboTtbl C3NAH (oTKAoYeHue
CPeACTB 3aLNTbI, HAPYLLUEHWE PEXUMOB 3aLLUTbl, HECAaHKLUMOHWPOBAHHOE U3MEHEHUE PEXMMA 3aWnTbl U T.M.), a
TaK»Ke NPOrHo3npoBaHMe U NPEBEHTUBHOE pearMpoBaHme Ha HoBble Yrpo3bl 6esonacHocTy MNAH.

KOHTpONb MOXET NpoBOAMTLCA KaK agmMuHucTpaTopamun 6e3onacHoct WCMNAH (onepaTWMBHbINA KOHTPO/b B
npouecce MHPoOpPMaLMOHHOro B3aumoaenctasmna B UCMAH), Tak U NpUBAEKAEMbIMU AN STOW LE/IM KOMNETEHTHbIMU
OpraHM3aLNAMU, UMEOLWMMN NTNLEH3INIO Ha 3TOT BUA, AeATeNbHOCTH, a Takxke PCTIK Poccum n ®Ch Poccun B
npegenax nx KOMneTeHumun.

KOHTpOI’Ib MOXeT OCyLecTBNATbCA aAMUHUCTPATOPOM 6€e30nacHOCTM Kak ¢ MOMOLLbIO WTATHbIX CPeaAcCTB CUCTEMDI
3awmTbl NAH, Tak 1 € NOMOLLBIO CreumanbHbIX MPOrPaMMHbIX CPeaCTB KOHTPOA.

OueHKa 3¢¢EKTVIBHOCTM mep 3awumTbl MAH NpoBOAMTCA C UCMONb30BAHNEM TEXHUYECKUX U NPOrPaMMHbIX CPeacTB
KOHTPONA Ha NpeamMeT COOTBEeTCTBUA YCTAaHOB/IEHHbIM Tpe6OBaHMHM.

8 Cdepbl oTBETCTBEHHOCTM 3a 6e3onacHocTb NAH

OTBETCTBEHHbLIM 33 Pa3paboTKy Mep M KOHTPO/Ab Hag obecneveHvem 6e30MACHOCTM MEPCOHAsbHbLIX AAHHbIX
AsnAerca pykosoactso MAO «LMT». PykoBoAMTe/Nb MOXET AeNerMposaTb YacTb MOJHOMOYMIA NO obecneyeHmto
6€30MacHOCTM NepPCoHaNbHbIX AaHHBbIX.

Cdepa oTBETCTBEHHOCTU PYKOBOAUTENA BKAOYAET CAedylolimMe HanpaBaeHua obecneyeHna 6esonacHocty MAH:
¢ [naHupoBaHMe 1 peannsauma mep no obecneyeHunto besonacHoctu MAH;

e AHanus yrpos 6esonacHoctu MNAH;



e Pa3paboTKy, BHeApPEHME, KOHTPOJIb WCMOJIHEHMA W NOALEpP)KaHME B aKTya/lbHOM COCTOSIHUM MONUTUK,
PYKOBOACTB, KOHLENUMI, npoueayp, PErnameHToB, UHCTPYKUMIA U [PYrMX OpraHM3auMOHHbIX LOKYMEHTOB MO
obecneyeHunto 6e30MNacHOCTH;

¢ ObyyeHue n uHdopmmpoBaHue nonbsosatenen UCMNOH, o nopagKke pabotbl ¢ MAH 1 cpeacTBamm 3aLUmThI;
¢ [pepoTBpalleHne, BbIABAEHME, pearMpoBaHne U pacciefoBaHme HapyweHui 6esonacHocTy MNAH.

Mpn B3aMMOAENCTBMM CO CTOPOHHMMM OPraHU3aLMAMM B CAYYaAX, KOrga COTPYAHMKAM 3TUX OpraHM3aumi
npeaocTaBaAeTca AOCTYN K 06beKkTam 3awmTbl (pasgen 3), ¢ 3TMMM OpraHU3auUMAMM AOMKHO OblTb 3aKAOYEHO
«CornaweHune o KoHpuMaeHumanbHocTM», MMbo «CornaweHune o cobaogeHnn pexuma besonacHoctm MAH npu
BbINO/IHEHUM pabot B NCNAHY». MoaroTtoBka TUMNOBbIX BapWaHTOB 3TUX COrnalleHmni
ocyuwecrenaerca topuctamum MAO «LUMT».

9 Mogenb Hapywutena 6esonacHOCTU

MNog HapywwuTtenem B NMAO «LUMT» noHMMaeTcAa MU0, KOTOPOEe B pe3ysibTaTe YMbIWAEHHbIX NI HEYMbILW/IEHHbIX
OENCTBUIN MOXKET HaHeCTU ywepb o6beKTam 3aLMTbI.

Bce HapywuTenu genatca Ha Ase rpynnbi:

® BHeLHWe HapyLuTenn — GpusnYeckune mua, He UMetoLLMe Npasa NPebbiBaHWA Ha TEPPUTOPUU KOHTPOUPYEMOI
30HbI, B Npeaenax KoTopoi pasmeluaerca obopygosaHme NCMOH, a TakKe XxpaHaTca MAH Ha 6yMarkKHbIX HOCUTENAX;

® BHYTPEHHWE HapywuTenn — pusmnyeckme nmua, MMetoLme nNpaBo NpebbiBaHNA Ha TEPPUTOPUM KOHTPOIUPYEMO
30HbI, B Npeaenax KoTopoi pasmellaeTcs obopyaosaHme UCIMAH, a Tak:Ke xpaHaTca MNAH Ha BymaskHbIX HoCUTensx.

¢ Knaccudukauma Hapywmtenei npeacrasieHa 8 Mogenu yrpos 6e30nacHOCTU NePCOHANbHbIX AaHHbIX.
10 Mogaenb yrpo3 6esonacHocTu

Ona UCNOH NAO «UMT» BblaenstoTca cieaytolme OCHOBHbIE KaTeropum yrpos 6e30nacHOCTM NepcoHasibHbIX
OAHHbIX:

® Yrpo3bl OT YTEYKU MO TEXHUYECKUM KaHanaMm.
® Yrpo3bl HECaHKLUMOHNPOBAHHOIO JOCTYNa K MHd)OpMaLI,MM.

® Yrpo3bl YHUUTONKEHUA, XMLLEHMA annapaTtHbix cpeacts UCMNAH HocuTenei uHbopmauumn nytem Gusnyeckoro
noctyna K anemeHtam UCMAH.

®  Yrposbl XWULEHWUA, HECAaHKUMOHWPOBAHHOM MoAUUKALUMM UAN BNOKMPOBAHUA WHOOPMaLMKM 3a cyeT
HecaHKLMOHUpoBaHHoro aoctyna (HCA) ¢ npymeHeHWem NporpaMmmHoO-annapaTHbIX U NPOrPaMMHbIX CPeacTs (B
TOM YMCEe NPOrpPaMMHO-MaTEMaTUYECKUX BO3AENCTBUN).

* Yrpo3bl He npegHaMepeHHbIX AEUCTBUA MoNb30oBaTeNei M HapyweHuin 6e3onacHocT GYHKUMOHMPOBAHMUSA
MCNAH v C3MAOH B ee cocTaBe M3-3a cboeB B NporpammHom obecneyeHnu, a TakKe OT Yrpo3 HEAHTPOMNOreHHoro
(cboeB annapaTypbl U3-3a HEHAAEKHOCTU 3/IEMEHTOB, CO0EB 3NEKTPONUTAHMUA) U CTUXMIMHOTO (Y4APOB MOSHUN,
MOXapoB, HABOAHEHMWI U T.N.) XapaKTepa.

* Yrposbl npegHaMepeHHbIX AeNCTBUI BHYTPEHHUX HapyLUUTENEN.
* Yrposbl HECAHKLMOHUPOBAHHOIO AOCTyNa Mo KaHasam CBA3W.

OnuncaHue yrpos, BEpPOATHOCTb MX peanmsaumm, ONACHOCTb M aKTyaNnbHOCTb npeacTtasneHbl B «Mogenun yrpos
6e30nacHOCTN NepCcoHasbHbIX AaHHbix B UCMAH».

11 MexaHusm peanusauum NonoxkeHua

Peanusauma MonoXeHMA OO0NXKHA OCYLWECTBAATLCA HAa OCHOBE MEPCNEeKTUBHbLIX NPOrpamm M MAaHOB, KOTOpble
COCTaB/IAOTCA Ha OCHOBAaHUN N BO UCMOJIHEHWNE!



¢ deaepanbHbix 3aKOHOB B 061acTn obecneyeHma MHPOPMaLMOHHON 6e30MacHOCTM U 3aLUNUTbI MHPOPMaLLMK;
* noctaHoBneHul Mpasutenbctsa Poccuiickoint Pepepaumm;

® PYKOBOZAALLMX, OPraHM3aLMOHHO-PACNOPAANTENBHBIX U MeToauYecknx aokymeHtos ®CTIK Poccuu;

¢ notpebHocTent NCMNOH B cpeacteax obecneyeHma 6e3onacHOCTM MHGOpMaLUK.

12 NopAapoK paboTbl C NnepcoHaNbHbIMU AAHHBIMU COTPYAHUKOB

0Ob6asaHHOCTM paboTogaTtens

B uensax ucnonHeHus TpeboBaHUit 3akoHoAaTeNbCTBa PP npu 06paboTke NepcoHaibHbIX AaHHbIX, BCE PABOTHUKK
yuperKaeHna A0MKHbl UCNOMHATDL YCTaHOBAEHHbI NOPSAAOK paboThi:

PaboTa ¢ nepcoHasbHbIMM OaHHbIMW PAaBOTHMKOB AO/IKHA He HapywaTb TpeboBaHMI 3aKoHoAaTenbcTea PO u
JIOKaNbHbIX HOPMATUBHbIX aKTOB OPraHN3auUmmn, U A01XKHa 6bITb HENOCPEACTBEHHO CBA3aHa C OCYLLECTBIEHNEM UMM
CBOMX TPYAOBbIX QYHKUMIA.

Mpu cbope n 06paboTKe NEepCcoHasbHbIX AaHHbIX PaboTHWMKa paboTodaTeNb [AO/KEH PYKOBOACTBOBATLCA
KoHctutyumeit PO, Toyaosbim Kogekcom PO 1 nHbIMKU deaepanbHbIMU 3aKOHaAMMN.

MepcoHanbHble AaHHble PabOTHUMKOB AO0MXHbI OblTb MOMYYEHbl TONBKO HENOCPeACTBeHHO Yy Hero. Ecam gna
06paboTKM ero [AaHHbIX MAM WX MOJYYEeHUA MpPUBAEKAeTCA TPeTbM AMLa, TO PaboTHUK J0/KeH [AaTb
npeasapuTe/ibHOE NUCbMEHHOe cornacue Ha 31o. OAHOBPEeMEHHO PaboTHUK A0/KeH 6biTb YyBegOMAEH O Lensx
cbopa MHbopMaL MM, UCTOYHMKAX ee NONYYEHMS, a TaKXKe O NOCNeACTBUAX OTKa3a OT NPeAoCcTaBNeHNA NMCbMEHHOTO
cornacua Ha cbop MHbopMaLUuu.

MepcoHanbHble AaHHble PabOTHUKA O ero MNOANTUYECKUX, PEIUTMO3HbIX U UHbIX YBEXAEHUAX, YaCTHOM KU3HU, a
TaK)Ke Y/eHCTBe B 0OLLLECTBEHHbIX M NPOPCOIO3HbIX OpraHM3aUUAX He noasiexaTt coopy opraHusaumein, eciim nHoe
He NpeayCcMOTPEHO 3aKOHOAATEIbCTBOM.

3almTa NnepcoHanbHbIX AaHHbIX paboTHMKa AoMXHa obecneunsaTbca NOMHOCTbIO 3a cHeT paboToaartens.

YupexkaeHue npu npueme Ha paboTy, a TaKKe Npu No6bIX M3MEHEHUAX NpaBuA PaboTbl C NEPCOHaNbHbIMM
AaHHbIMW 0653aHO NMNCbMEHHO 3HAKOMUTb C HUMM BCEX PaDOTHUKOB.

YypexgeHue He umeeT NpaBo NPUHYXAATb pa6OTHMKOB K OTKa3y OT CBOUX NPaB Ha 3alWNTy NeEPCOHA/IbHbIX AaHHbIX.

0O653aHHOCTM paboTHMKA
PaboTHUK 06A3aH:
Mepenatb paboroaaTento BCe NePCOHasIbHbIE AAaHHbIE, YKAa3aHHbIE B COOTBETCTBYIOLLMX SOKYMEHTaX.

B YCTaHOBﬂeHHbIVI npasniamm Cpok COO6LLI,aTb pa60To,u,aTemo 06 M3MeHeHUN cBOUX NepPCOHaNbHbIX AaHHbIX.

I'Iepe,u,aqa NepCoHaIbHbIX AAHHbIX
Mpu ocylwecTeneHUN nepenayum NepcoHabHbIX AaHHbIX pa6OTHMKOB TPETbUM NINLUaM pa60Top,aTenb 0b6A3aH:

- He COO6LLI,aTb nepcoHanbHble AaHHbIE 6es noany4eHHoOro NnncbMeHHOro cornacuma pa60THVIKa, Kpome cny4yaes,
KOorga Takue oba3aHHOCTU YCTaHOB/1IEHbI 3aKOHO4ATENBCTBOM;

- He nepeaaBaTb NepCcoHabHble AaHHbIE pa60THm<a ANnAa NCNoNIb30BaHMA B KOMMeEPYECKUX LeNAax;



- TPEGOBaTb OT TPETbUX nL, CO6I’1I‘O,CI,€HMFI npasun pa60TbI C NnepCoHabHbIMN OaHHbIMU, a TaKXKe NpefocTaBieHnA
NMNCbMEHHOIo noarBepXXA4eHNA MCNOJIb30BAHUA NEPCOHA/IbHbBIX AaHHbIX B NOpA4Ke, NpeaAyCMOTPEHHbIX HAaCTOAWMM
nonoxeHnem o 3amnTte NnepCoHanbHbIX AaHHbIX;

- AaBaTb A0CTYN K N€PCOHA/IbHbIM AaHHbIM TOJIbKO IMUaM, UMEKOLWLMM COOTBeTCTBYI'OIJ.I,Mﬁ A0NyCK N NCNONb3yHOLWKNX
NUX TOZIbKO ANA BbINONTHEHNA KOHKPETHbIX I'IO}'IHOMO‘-IVIVI;

- He nctpeboBatb MHGOPMALMIO O COCTOAHUMU 340POBbA PAabOTHMKA, 32 UCKAOYEHUEM [AAHHbIX, KOTOPblE MOFYT
NOB/MATb Ha UCMONHEHME PABOTHUKOM CBOMX TPYA0BbIX 0B6A3aHHOCTEN.

3almTa NepcoHabHbIX AaHHbIX PaboTHUKA

B pamKax peanus3auMu NYyHKTOB HacToslero [oNoXKeHUA O 3awmTe MepcoHabHbIX AaHHbIX PabOTHUKOB,
PYKOBOAMTE b YUPEKAEHUA U34AET NPUKA3 O Ha3HAYeHMM IMLA, OTBETCTBEHHOIO 3a CobAtoAeHMe nopsaaKa paboTsl
C MNEepCoHaNbHbIMM AAHHLIMM PabOTHWMKOB, HA KOTOPOM J/leaT BCe 06s3aHHOCTM Mo obecneyeHuto
KOH(UAEHUMANBHOCTM NOJYYEHHbIX AAHHbIX, @ TaKKe OpraHM3aumm paboTbl C HUMM.

Mepegaya MHOOPMALMM NPOUCXOAUT TONbKO B NMMCbMEHHOM BMAE. 3anNpoc AOMKEH BbITb cAenaH B MMCbMEHHOM
BMAE C YKasaHMEM BCEX PEKBU3WUTOB NMUa, 3anpalwusalowero nHdopmaumo. OTBET JOMKEH ObITb caenaH Ha
bMpMeHHOM BaHKe yuperaeHns n oTnpasaeH AMbB0 KypbepcKon cnyK60i, 160 3aKasHbIM MUCbMOM.

Bce nonyyeHHble nepcoHanbHble AaHHble AOMKHbI XPAHUTLCA B MECTe, UCKAYatoWwem HeCaHKLMOHNUPOBAHHbIX
AOCTYyNn TPETbUX NNLL.

NEeKTPOHHble HocuTenu nHdopmaunn, [O/KHbI 6bITb 3alUMLLEHDI
Kpuntorpadpmyeckumm cpeacTsamm 3amTbl MHGOPMaLLUK.

OTBETCTBEHHOCTb 3a pasrialleHne MHGoPMaLUK, CBA3aHHOW C NEPCOHAbHLIMU AaHHbIMM PabOTHMKa

Nlnua, NpU3HaHHbIE BUHOBHbIMK B HapylleHUM TpeboBaHMi Hactoswero MNMofoXKeHMA O 3almTe NepcoHasnbHbIX
OAHHbIX PabOTHMKOM, MpPMBAEKAOTCA K AUCUMNAWHAPHOW, aAMMHUCTPATUBHOW, TpaXKAaHCKO-NpPaBoBOM U
YrO/I0BHOM OTBETCTBEHHOCTW, B MNOPAAKE, MNPEeAyCMOTPEHHOM 3aKoHoAaTeNbcTBOM P®  u  noKanbHbiMK
HOPMATUBHbLIMM aKTaMMU.

13 Mopapok p360TbI C NepCoHa/IbHbiIMN AdHHbIMU KOHTPAreHTOB dApPeHA[aTOPOB U K/ZINEHTOB
MopAaaoK nonyvyeHnAa mn O6pa6OTKM NepCcoHaNbHbIX AaHHbIX KOHTPAreHToB apeHaaTopoB U K/IMEHTOB

MNog, obpaboTkoit MOH NOHMMAETCA NosyvyeHue, XpaHeHue, KOMBUMHMPOBaHMe, nepepaya wuan aboe gpyroe
NCMNONb30BaHWE NEPCOHA/NbHbIX AaHHbIX KOHTPAreHTOB apeHAaTOPOB M KJAMEHTOB.

PaboTa c NnepcoHanbHbIMWU AaHHBIMW KOHTPareHTOB apeHaaTopoB N KJAWEHTOB A0/IXHA He HapyLwaTb TpebosaHui
3aKoHOAaTeNnbCTBa PO 1 NoKanbHbIX HOPMATUBHbIX aKTOB OpraHuU3aLUun.

Mcnonb3oBaHMe MepCoHanbHbIX AAHHbIX BO3MOMHO TO/IbKO B COOTBETCTBMM C LIENAMM, ONPeaenUBLUMMU MX
nonydyeHue. MNepcoHanbHble AaHHble HE MOTYT ObiTb MCMOAb30BaHbl B LEAAX NPUUNMHEHUA UMYLLECTBEHHOIO M
MOPaJIbHOrO Bpeaa rpaxaaHam, 3aTpyLHeHWsA peanvsalmm npas u cBobog rpaxaaH Poccuitckoli degepaumm.

Mopsaaok 06paboTKM MepcoHanbHbIX AAaHHbIX HA 6GYMaKHbIX MaTepuanbHbIX HOCUTENAX PernaMeHTUPOBaH
«MHCTpYKLMEN NO XpPaHEHWIO NEePCOHANbHBIX AAHHbIX Ha BYMarKHbIX HOCUTENAX U NOPAAKY paboTbl McnonHWUTeNel
C NepPCOHaIbHbIMM AaHHBIMW Ha BYMaXKHbIX HOCUTENAX MHPOPMALMNY, YTBEPKAEHHON PYKOBOAUTENEM.

O6paboTKka NepcoHanbHbIX AaHHbIX B aBTOMATM3MPOBAHHbLIX MHPOPMALMOHHBIX CUCTEMaX OCyLLecTBAAeTCA Ha
OCHOBaHUW pAda YTBEPXKAEHHbIX PYKOBOAUTENIEM WHCTPYKLWI, pernameHTUpyomMx 06paboTKy nepcoHasibHbIX
AaHHbIx B UCNOH.

JocTyn K nepcoHanbHbiM AaHHbIM

BHYTpeHHWIn pgocTyn (4OCTyn BHYTPW OpraHu3auumn) onpedenserca nepeyHem AuL, WUMEWMX AocTyn K
NepcoHaNbHbIM AaHHbIM KOHTPAreHTOB apeHAaToOPOoB U KANEHTOB, ONpeaenseTca NPMKasoM PyKoBoAUTEN .



BHewHwun pgocTyn:

K umcny maccoBbix notpebuTeneli nepcoHanbHbIX AaHHbIX BHE OPraHM3aLMyM MOMKHO OTHECTU roCyAapCTBEHHble
GYHKUMOHANbHbIE CTPYKTYpbl: HA/NOroBble WHCMEKLMWU, MNPaBOOXPaHUTE/IbHbIE OPraHbl, OPraHbl CTaTUCTUKM,
BOEHKOMaTbl, OpraHbl COLMANbHOMO CTPAX0BaHWUsA, MEHCUOHHbIE GOHAbI, MOAPA3AENEHUA MYHULMNA/IbHBIX OPraHOB
ynpas/eHus;

Haa30pHO-KOHTPOIbHbIE OpraHbl MMEOT A0CTYN K MHOPMaL MM TONbKO B chepe CBoelr KOMMETEHLMN.
MNpaBa 0683aHHOCTW M OTBETCTBEHHOCTb CYyObeKTa NepPCoHaNbHbIX AaHHbIX

3akpensieHne npaB cybbeKToB NepCcoHaAbHbIX AaHHbIX, PEr/TAMEHTUPYIOLLNX 3aLLUTY ero NepPCcoHasibHbIX AAaHHbIX,
obecneuynBaeT COXpPaHHOCTb MOJIHOW U TOYHOM MHDOPMALLUKM O HEM.

B uenax sawmTbl NepPCOHANbHbIX AaHHbIX KOHTPAreHTbl (3aKOHHbIe I'Ipe,D,CTaBMTeJ'IVI) MMEIOT NPaBo:

- TpeboBaTb MCKAOUYEHUS MAM UCNPABAEHUS HEBEPHbIX, WM HENO/HbIX NePCOHabHbIX AaHHbIX, CBOOOAHDIN
6ecnnaTHbIA AOCTYN K CBOMM MepCcOoHaNbHbIM AAHHbIM, BK/OYas MpPaBO Ha MoJiydeHMe Komnuu HOBOM 3anucy,
copeprKalleit nepcoHanbHble AaHHbIE;

- onpeaensTb CBOUX NpeacTaBuTenen Ans 3aWmTbl CBOMX NEPCOHaNbHbIX AaHHbIX Ha COXPaHEHWE U 3aLLUTY CBOEW
JIMYHOMN TalHbI.

MNpaBa 06A3aHHOCTN N OTBETCTBEHHOCTb onepaTtopa NepCoHa/bHbIX AAaHHbIX

MepcoHanbHaA OTBETCTBEHHOCTb - O4HO M3 [MaBHbIX TPebOBaHWI K OpraHM3aummn GyHKLMOHMPOBAHUA CUCTEMDI
3alLMTbl NepcoHanbHOM MHPOpMaLun 1 obsasaTenbHoe ycioBre obecnedyeHnn 3GGEeKTUBHOCTM ITON CUCTEMDI.

KOpuanueckne n dmusmnyeckme nuua, B COOTBETCTBMM CO CBOMMM MOJIHOMOYMAMMU, Bagetowmne nHbopmaumnen o
rpaxgaHax, nosiyyatrolme u MUCnonbsylowme ee, HeCyT OTBETCTBEHHOCTb B COOTBETCTBUM C 3aKOHOAATE/IbCTBOM
Poccuiickon degepaumm 3a HapylleHMEe pekuma 3awmTtbl, 06paboTKM M nopsaKa MCMoJIb30BaHUS 3TOM
MHpopmaumn.

PykoBoauTenb, paspellalowmii AOCTYN COTPYAHWKA K AOKYMEHTY, COAEPKALLemMy MepcoHasbHble cBeaeHus
KOHTpareHToB apeHAaToOPOB U KANMEHTOB, HECET NEPCOHA/IbHYHO OTBETCTBEHHOCTb 33 AaHHOE pa3peLLeHue.

Kaxablil COTPYAHUK OpraHM3aumun, noayyarolmii Ana paboTbl JOKYMEHT, COAepsKallMii nepcoHanbHble AaHHble,
HeceT eAMHONNYHYIO OTBETCTBEHHOCTb 33 COXPAaHHOCTb HOCUTENA M KOHOUAEHLNANBHOCTb MHDOPMaLUH.

[onyck K nepcoHanbHbIM AaHHbIM KOHTPareHTOB apeH4aToPOB U KANEHTOB APYTUX COTPYAHWKOB paboToaaTtens, He
MMEIOLLMX HagNexKalmMm obpa3om opopMAEHHOro AOCTYNa, 3anpeLLaeTca.

Mepepaya (06MeH M T.4.) NepcoOHaNbHbIX AaHHbIX MeXAY MNOAPA3LENEHUAMMU OCYLLECTBASETCA TONbKO MeXAY
COTPYLHUKAMMU, UMEIOLLMMM AOCTYN K NEePCOHAIbHbIM AAaHHbIM KOHTPareHTOB apeH4aTOPOB M KNMEHTOB.

3a HeucnosHeHWe WAM HeHag/e)allee MWCNoJAHeHMe pPaboTHMKOM MO €ero BMHE BO3/IOXKEHHbIX Ha Hero
ob6s3aHHOCTe MO CcOBMOAEHUIO YCTAaHOBNEHHOTO MOpAAKa pPaboTbl CO CBeAEHUAMW KOHOUAEHLMANLHOTO
Xapaktepa paboTogaTenb Brpase NPUMEHATb MNPeayCMOTPeHHble TpyAoBbiM KOAEKCOM AMCUMMNIMHAPHbIE
B3bICKaHUA.

14 OcobeHHOCTH 06p360TKM NnepCoHaNbHbIX AAdHHbIX 6e3 ucnonb3oBaHua cpeacrts asTomatusayum

I'IpM HeaBTOMaTM3MpOBaHHOﬁ o6pa60TKe Pa3/INYHbIX KaTeerVII?I NepCoOHaNbHbIX AAaHHbIX 00/1XKEH UCNOJ/1Ib30BAaTbCA
OTLI,e}'IbeIﬁ MaTepmaanblﬁ HOCUTENb ANA Ka)KLI,Oﬁ KaTeropmun nepCcoHa/sibHbIX AaHHbIX.

I'IpM HeaBTOMaTVI3I/IpOBaHHOl7I o6pa60TKe NnepCoHa/IbHbIX AaHHbIX Ha 6yMa)KHbIX HOCUTEenAx:

- He AonyckaeTcAa d)l/IKcaLI,MFI Ha OgHOM 6YMa)-KHOM HOCUTENE NEPCOHANIbHbIX AAHHbIX, LENN O6p360TKVI KOTOPbIX
3aBeJO0MO HECOBMECTUMbI;



- nNepcoHasibHble AdHHblE O0/1XKHbI 060c061ATbCA OT MHOWM MHd)OpMaLI,MVI, B 4aCTHOCTHU NyTEM (I)VIKcaLI,VIVI MX Ha
OTAENbHbIX GYMa)‘KHbIX HOCUTENAX, B CNeLNa/ZIbHbIX pa3aenax nin Ha nonax ¢OpM (61'IaHKOB);

- AOKYMEHTbI, coaeprxawne nepCcoHasibHble AaHHble, d)OpMMpWOTC‘iI B Aena B 3aBUCUMOCTU OT Uenun O6pa60TKVI
NePCOHaNbHbIX AaHHbIX;

- [Aena c AOKYMEHTamM, CoaepKallMMmn nepcoHanbHble AaHHble, A0MKHbI UMETb BHYTPEHHME ONUCK AOKYMEHTOB
C YKa3aHuem uesim 06paboTKu 1 KaTeropnum NepcoHasbHbIX AAHHbIX.

JoKkymeHTbl (HocuTenn uHdOopMaLmm), coaepiKalime NepcoHanbHble AaHHbIe, AOMKHbI XPAHUTBCA B CYKEOHbIX
NomMeLLeHUsAX B HAaZEeKHO 3anmnpaembIX U onedyaTbiBaemblix WKadax (ceridax).

YHWUTOKEeHNEe unamM obesnnumBaHMe 4acTM MepcoHaNbHbIX [aHHbIX, €CNM 3TO AO0MNyCKaeTcA MaTepuanbHbIm
HOCUTENEM, MOMKET MPOU3BOAUTLCA CMOCOBOM, UCKAKOYAOWMM AasibHellyo 06paboTKy 3TUX MepCcoHasibHbIX
OaHHbIX, C COXPaHEeHNEM BO3MOXKHOCTM 06paboTKM UHbIX AaHHbIX, 3aPUKCUPOBAHHbIX Ha MaTepuanbHOM HocuTene.

Mpn HecoBMecTMMOCTU Uenen 06paboTKM NepcoHasibHbIX AaHHbIX, 3aPUKCUPOBAHHbIX HAa OAHOM MaTepuasibHOM
HOCUTeNe, ecin maTepuainbHblii HOCUTENb HE MO3BO/SAET OCYLWECTBAATbL 06pabOoTKy MNepcoHanbHbIX AaHHbIX
OTAE/IbHO OT APYrnX 3aPMKCUPOBAHHbIX Ha TOM e HOCUTENE NEePCOHa/IbHbIX AaHHbIX, A0J/I}KHbI ObITb NPUHATHI MEpPbI
no obecneyeHuto pasaenbHOM 06pPaboTKM NepCcoHaibHbIX AaHHbIX, B YaCTHOCTMU:

- NPV HEOBXOANMOCTU UCMOb30BaHNA UK PACNPOCTPAHEHNA ONpPeaesieHHbIX NEPCOHabHbIX AAHHbIX OTAE/IbHO OT
HaXO4ALMXCA Ha TOM e MaTepuaNbHOM HoCcUTeNe APYrMX NepPCoHaNbHbIX AaHHbIX OCYLLECTBAAETCA KONMPOBaHUe
NepCcoHanbHbIX AaHHbIX, MNOAMENKALMX PaCnpPOCTPAHEHUIOD WAM WUCNONb30BaHMIO, CMOCOBOM, MCKAHOYAOLWLMM
0HOBPEMEHHOE KOMMpPoBaHWe NepPcoHasbHbIX A4aHHbIX, HE MOA/EeXalUMX PAcnpPOCTPaHEHMNIO U UCMNO/b30BaHMIO, U
ncnonb3yeTca (pacnpocTpaHAeTca) Konua NepcoHanbHbIX AaHHbIX;

-NpU HEobXOAMMOCTM YHUUTOXEHUA WAM BNOKMPOBAHUA YACTU MEPCOHAJIbHBIX AAHHbIX YHUUTOMAETCa Wan
610KMpYeTCA MaTepuanbHblii HOCUTENb C NpeABapuUTe/ibHbIM  KOMMPOBaHMEM CBeAeHWi, He noanexalux
YHUUTOXKEHUIO MAM BNOKMPOBAHUIO, CMOCOBOM, MUCK/IOYAIOWMM OAHOBPEMEHHOE KOMMPOBAHWE MepCoHasbHbIX
OaHHbIX, NOANEXKaLLMX YHUUTOXKEHMIO AN BAOKMPOBaHUIO.

YTOYHEHWE NepCcoHasbHbIX AaHHbIX MPU  OCYLLECTBAeHUW UX o06paboTkM 6e3 MCNonb30BaHUA CPeacTB
aBTOMAaTM3aLMM NPOU3BOAMUTCA NyTEM OBOHOBAEHUA UAN U3MEHEHUA AAHHbIX HA MaTepPUaibHOM HocKTeNe, a ecu
3TO He JOMYCKAeTCA TEeXHMYECKMMW OCOBEHHOCTAMM MaTepuanbHOro HOCUTeNsA, MyTem GUKcauMM Ha TOM Ke
MaTepuanbHOM HOCUTENe CBEAEHWUNA O BHOCMMBIX B HUX M3MEHEHMAX NMBOo MnyTemM W3roTOBAEHUA HOBOMO
MaTepMaNbHOIO HOCUTENA C YTOYHEHHbBIMU NEePCOHaNbHBIMU AAHHbIMMU.

O6paboTKa MepcoHasbHbIX AaHHbIX, OcyllecTBnsemas 6e3 WCNoAb30BaHUA CPEeACTB aBTOMaTU3aLMM, AONKHA
OCYLLECTBNATLCA TAaKUM 06Pa30M, YTOObI B OTHOLIEHMM KaXKAON KaTeropum nepcoHanbHbIX AaHHbLIX MOXHO 6b110
onpesennTb MecTa XpaHeHUA NepCoHaNbHbIX AAaHHbIX (MaTepuasbHbIX HOCUTENeN) U YCTaHOBUTL NepedeHb AuL,
ocywecTBAstoWmMx 06paboTKy NepcoHanbHbIX AaHHbLIX IM60 UMEIOLWMX K HUM AOCTYM.

I'IpM XPaHEHUUN MaTeEpPUabHbIX HocuTenemn AOJ1KHbI CO6J'II-OFI,aTbCFI ycnoswusA, O6ECFI€‘-II/IBaI-OLLI,Me COXPaHHOCTb
nepCoHaNbHbIX AaHHbIX U UCKNOYaloWwune HecaHKLI,MOHMpOBaHHbIﬁ K HUM JOCTyN. XpaHeHMe NepCcoHanbHbIX 4aHHbIX
(MaTepMal’lele HOCI/ITGJ'IEVI), 06p360TKa KOTOPbIX OCYLLECTBNAETCA B Pa3/IMYHbIX LLenAax g0/1KHO 6bITb pPa3genbHbIM.

15 Oxwupgaembiit apdekT ot peanusauum MonoxeHna
Peanunsauua MNonoxeHuna 6esonacHoctv MO+ 8 UCNAH no3BouT:

® OLEeHWTb cocTosiHMe BesonacHocT MHpopmaumn UCTOH, BbIABUTb UCTOYHUKM BHYTPEHHUX U BHELUHUX Yrpo3
MHPOPMaLMOHHON 6e30nacHOCTM, ONpPeaennTb NPUOPMUTETHbIE HanpasJeHUA NPeAOTBPALLEHUA, OTPAKEHUA U
HeWTpanM3aumnmn aTuX yrpos;

* pa3paboTaTb pacnopaamTenbHble U HOPMATUBHO-METOAMYECKNE AOKYMEHTbI NpUmeHnTenbHo K UCMAH;

* npoBecTn Knaccudumkaymio u ceptudmkaumo NCNAH;



® MPOBEeCTU OPraHM3aULMOHHO-PEXUNMHDBIE U TEXHUYECKNE MEPONPUATUA NO obecneyeHunto 6esonacHocTU nax s
NCNAam;

e o0becneuyntb HEOBXOAMMBIN YPOBEHb HE30MAaCHOCTM OOBEKTOB 3aLUUTHI;

¢ paspaboTaTb MeToANYECKME AOKYMEHTbI MO pa3MeLLeHNIo, 060pyA0BaHMIO U OXPaHe NOMELLEHWUN, Tae XPaHATCA
nepcoHanbHble AaHHble, MO XPaHEHUIO MNepCcoHaNbHbIX AaHHbIX Ha ByMaXKHbIX HOCUTENAX U NopAaKYy pPaboTbl
WCMNONHUTENEN C NePCOHaNbHbIMU AAHHBIMKU Ha ByMayKHbIX HOCUTENAX MHPOPMaLLUN.

OCVLLI,ECTBIIEHVIE ITUX MepOﬂpMﬂTMﬁ obecneunt CO34aHune EAMHOVI,

LEeNOCTHOM M CKOOPAMHUPOBAHHOM cuUcTeMbl MHOOPMALMOHHON 6e30MacHOCTM M co34acT yc/ioBMA ANA ee
[aNbHENLWero coBepLIEeHCTBOBAHMS.

16 CnMCcoK Ucnosb3oBaHHbIX NCTOYHUKOB

OCHOBHbIMW HOPMaTUBHO-NPaBOBbLIMW U METOAUYECKUMU [AOKYMEHTAaMM, Ha KOTOpbiXx 6asupyeTcs HacTosllee
[MonoxeHune asnatoTca:

denepanbHbiit 3aKoH oT 27.07.2006 1. Ne 152-®3 «O nepcoHanbHbIX AaHHbIX» (ganee — ®3 «O nepcoHabHbIX
AaHHbIX»), YCTaHaBAMBAIOWMIA OCHOBHblE MPUHLUMNbLI U ycnoBua obpaboTku MH, npasa, 06s3aHHOCTM WU
OTBETCTBEHHOCTb Y4aCTHMKOB OTHOLLIEHWUI, CBA3aHHbIX C 06paboTkoi MNAH.

«TpeboBaHMA K 3alLMTe NEPCOHAbHbLIX AAHHbIX NPU X 06paboTKke B MHPOPMALMOHHBIX CUCTEMAX NePCOHasbHbIX
OaHHbIX», yTBepKAeHbl [TocTaHoBNeHUeM MpasuTtenbctea PO o1 01.11.2012 r. Ne 1119.

«MNonoxeHne 06 0cobeHHOCTAX 06pPabOTKM NepcoHaNbHbIX AaHHbIX, OCYWECcTBASeMON 6e3 Mcrnonb3oBaHuA
cpeacTB aBTOMaTU3aLMKY, yTBepxKaeHHoe MNocTtaHoBneHnem MNpasutenbctea PO ot 15.09.2008 r. Ne 687.

MoctaHoBneHue MpasuTtenbctea Ne 211 ot 21 mapTta 2012 roga «O6 yTBEp:KAEHUN NepeyHsa Mep, HanpaBAeHHbIX
Ha obecneyeHune BbiNoAHEHMA 06s3aHHOCTEN, NpesycMOTpeHHbIX P3 «O nepcoHasnbHbIX AaHHbIX» U NPUHATLIMU B
COOTBETCTBUM C HUM HOPMATUBHbLIMM NPABOBLIMM aKTaMM, ONEepPaTopamMm, ABAAIOLLMMUCA FrOCYAaPCTBEHHBIMU UK
MYHULMNANbHbIMM OpraHaMm».

HopmaTuBHO-meTogMYeCKME A0KYMeHTbl PeaepanbHOW Cay:Kbbl MO TEXHUYECKOMY UM 3KCMEPTHOMY KOHTPO/IO
Poccuiickon depepauun (ganee - PCTIK Poccun) no obecneyeHunto H6esonacHoct MAH npu ux obpaboTke B
NUCNan:

basoBaa moaenb yrpo3 6e30MacHOCTN NEPCOHANbHBIX AaHHbIX NpU UX 06paboTke B MHPOPMALIMOHHBIX CUCTEMAX
nepcoHanbHbIX AaHHbIX, YTB. 3am. anpektopa PCTIK Poccum 15.02.08 .

MeToanKa oLeHKM yrpo3 6esonacHocTM MHGopmauum, yTeepaeHHaa PCTIK Poccun 5 dpespana 2021 roga.

Mpukazs ®CTIK Poccum Noe 21 ot 18 despana 2013 roaa «06 yteeprkaeHun CocTaBa WM coaepaHus
OpPraHM3aLUMOHHbBIX U TEXHUYECKMX Mep No obecneyeHnto 6€30MacHOCTM NePCOHANbHbIX AAaHHbIX MPU UX 06paboTke
B8 MHPOPMALMOHHbIX CUCTEMAX MEPCOHANbHbLIX AAHHbIX».

Mpukas PegepanbHoi cnyxbbl 6esonacHocTn Poccnitickoit Pepepaumm ot 10 nrona 2014 r. N 378 «06 yTBepRaeHUM
CocTtaBa M cofeprKaHMA OPraHM3aLUMOHHbIX U TeEXHUYECKMX mMep no obecnedyeHuto 6€30MacHOCTU NePCOHaNbHbIX
AaHHbIX NpU UX 06paboTke B MHGOPMALIMOHHbLIX CUCTEMAX NMEPCOHasIbHbIX AAHHbIX C UCMO/Ib30BAaHWEM CPeaCTB
KpunTtorpaduryeckor 3awmtbl MHPOPMaLUN, HEOBXOAUMBIX AR BbINONHEHUS YCTAaHOB/IEHHbIX MpPaBUTEILCTBOM
Poccuiickoii Peaepaumnn Tpeb6oBaHMI K 3aLLMTE NEPCOHAbHBIX AaHHbIX 417 KaXKA0r0 13 YPOBHEN 3aLUMLLEHHOCTU Y.



